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1. I ntroduction

The FTAA Joint Governnent Private Sector Commttee of
Experts on Electronic Comerce (“the Joint Commttee”) was
established by the Western Hem sphere Trade Mnisters in the
San Jose Mnisterial Declaration of March 1998, which was
endorsed by Heads of State within the Santiago Summt
Decl aration of April 1998. The Trade Negotiations Conmttee
directed the Joint Conmttee to “nake recomendations to
mnisters on how to increase and broaden the benefits of
el ectronic commerce and, in particular, how electronic
commerce should be dealt with in the context of the FTAA
negoti ati ons.”

Participation in the Joint Conmttee is open to al
FTAA governnents. Private sector representatives wth
expertise in the issues under discussion have also been
invited by governnent representatives to attend the Joint
Conmittee’s neetings.

During its first mandate, the Joint Commttee held five
nmeetings with broad participation averaging 20 countries and
produced a “Report wth Recommendations” to the Mnisters in
the autum of 1999. In the Toronto Mnisteria
Decl aration, the FTAA Trade Mnisters thanked the Joint
Commttee for its report and asked that the Joint Conmttee
continue to mneet as a non-negotiating group over the
foll owi ng eighteen nonths with the focus of work being the
devel opment of recommendations in conpliance with the Joint
Conmittee’s mandate in tinme for the next neeting of the FTAA
Trade Mnisters.

During the vyear, the Joint Committee, under the
| eadership of the Chair, Ramiro Soto Platero, representative
of the Uruguayan private sector, and the Vice-Chair, M.
Ri chard Sinpson from Canada, has held four neetings, under
the work program established at the beginning of the year
2000, which contenplated presentations and discussions on
access and infrastructure, smal | and nedium sized
enterprises, on-line paynent systens, authentication and
certification, and other information issues (intellectual
property, taxation, consumer protection, online content
di stribution).

These issues were addressed through the presentation of
nat i onal experiences and best practices as well as
di scussions of relevant cross-border aspects. The val uable
contributions nmde by the Tripartite Commttee were
appreciated by the experts as the work of the Conmttee
progr essed.
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The neetings of the Joint Committee on electronic
commerce have been both effective and welcome in ensuring
di scussion anongst all of the countries of the FTAA area
The Joint Comrittee is able to play the useful role of (a)
facilitating the sharing of information anong countries on
their donestic approaches to electronic commerce and (b)
providing advice on the international aspects of these
i ssues, including their inplications for trade policies. In
this respect, the Joint Commttee’s work has revealed a
nunber of areas where governnments need to ensure
conpatibility of domestic |aws, pol i ci es, rules and
standards across jurisdictions, some of which may relate to
t he conduct of the FTAA negotiations.

1.1. Overview of Electronic Conmerce in the Hem sphere

El ectronic commerce nmaintained its growmh trend in 2000,
both globally and throughout the Hem sphere. Const ant
technol ogi cal innovation with respect to Internet access has
aided in the expansion of on-line trade, thus enabling
| arger segnments of the population to have the possibility to
share in the benefits of on-line comercial transactions and
enabling conpanies - including small and nedium sized
enterprises — to become part of the process, wth an
attendant increase in conpetitiveness and scal e.

The available indicators show that the greatest inpetus
to the growh and developnent of electronic commerce is
taking place in the business-to-business sector (B2B). As
part of this process, and in relation to the internationa
mar keti ng of goods and services, advances are being nmade in
at | east two respects:

a) Through the adoption of electronic conmerce as a
tool for enterprises to market goods and services on
the international market, by putting into service
web sites/ electronic sites designed for that
purpose such as “vertical markets” or “business
community” type structures.

b) Through the devel opnent of technol ogy platforns such
as the Internet, which nmake it possible to address
operational aspects of the international marketing
of goods and services by digitizing the procedures
and docunentation invol ved.

During its work over the past year, the Joint Conmttee
has noticed a nunber of positive trends in e-conmerce in
Latin Anerica, the Caribbean and North America: a |arge
increase in access to information technol ogi es by people of

many countries; substantial growh in |ocal | anguage
I nternet content; developnent of entirely new industries,
with substantial positive enploynent inpacts; increased
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avai lability of risk capital to support the realization of
the dreanms of new entrepreneurs; and technol ogi cal
devel opments which may accelerate broader access to the
benefits of business-to-consuner (B2C) and business-to-
busi ness (B2B) e-commerce. Despite these positive trends,
which reflect in part the effects of successful governnent
policies and private actions, much nore work needs to be
done.

Latin Anerica and the Caribbean have high rates of
growmh in the nunber of Internet users, and are increasing
their share in the global electronic narket. A great
di sparity still exists in the Hem sphere in terns of access
to the global network, as well as a significant asymetry in
t he vol une and val ue of electronic commerce in the Anericas.
Thus, different levels of technol ogical devel opnent, if not
an obstacle, remain a major challenge to the achi evenent of
an equal sharing of the benefits throughout the Hem sphere
through the balanced expansion of electronic commerce.
Overcomng the different |evels of technol ogi cal devel opnent
should be anobng the priorities of the countries of the
Hem sphere, particularly when electronic commerce is being
di scussed. In this exercise, collaboration anong all the
sectors involved, both public and private, will be of great
relevance in terns of investnments and support for dynamc
t echnol ogi cal i nnovati on.

Despite continued and sustained growh in electronic
commerce, the Hem sphere will have to face the chall enges
that lie ahead in this field, mainly by creating the social
and econom ¢ conditions necessary for information technol ogy
to contribute towards overcomng inconme disparities,
enpl oynent, education and devel opnent within and anong the
countries of the Hem sphere.

The countries of the region have nade efforts to boost
and facilitate access to information technol ogies and have
sought to create a regulatory framework commensurate wth
their donmestic needs and conducive to the devel opnent of
electronic comerce on a non-discrimnatory basis. The
countries of the region nust persevere in stinmulating
information technology developnent, and encouraging the
participation of a greater nunber of people in the benefits
flowi ng fromsuch technol ogies, including through electronic
commer ce

The | nt er net and electronic conmerce represent
significant social and econom c potential for all countries
of the Western Hem sphere. Dynami ¢ national strategies to
develop infrastructure, to enhance access, to increase
participation in the Internet econony especially for SMEs,
and to create the legal foundations for online paynents,
el ectronic signatures and certification are critical for the
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devel opment of e-commerce across the Anericas. At the sane
time, since e-commerce is inherently borderless and gl oba
in scope, neasures to enable and pronote donestic growth
nmust al so be contenplated to allow the effective conduct of
e-conmer ce between countries

Governnents also have inportant roles to play wth
respect to these issues, whether within their own countries
and/or globally, which entails cooperation, information
di ssem nati on and pronotion activities.

2. The Devel opnent of El ectronic Comrerce
1) Access and Infrastructure

Chal | enges and Qpportunities

At its nost fundanental |evel the growth of electronic
commerce is grounded in creating the right conditions for
tel econmuni cations and Internet gr ow h. The Joint
Commttee’'s neetings this year began wth the issues
surrounding the developnment of and access to advanced
t el econmuni cations technologies since the precondition to
the realization of the social and econom c potential of e-
commerce and the Internet nust clearly be the possession of
an adequat e and af fordabl e t el ecomuni cati ons
i nfrastructure. In fact, the Joint Conmttee's discussion
of access and infrastructure reflected the concern that all
of the countries of the Western Hem sphere, and all citizens
and regions within each country, should have the opportunity
to participate. \Wiile the nunber of Internet users in the
hem sphere is growng rapidly there are still segnents of
the population that do not have ready access to the
tel econmuni cations infrastructure and, therefore, to the
Internet. The challenge for each individual governnent is
how to encourage the devel opnent of a vibrant, high-quality,
| ow cost t el econmuni cati ons infrastructure which al
citizens have the opportunity to access.

FTAA countries have recognized the inportance of
expandi ng access to the Internet for purposes of economc
growm h and devel opnent. Several del egations cited:

« their positive experiences in i nt roduci ng
conpetition and in progressively liberalizing
their tel econmmuni cati ons markets;

« conpetition in t el ecomruni cati ons mar ket s,

including |ocal telephone service, has had a
positive effect on investnent in the sector, on
devel opnment of i nfrastructure, i ncreased
i nnovation, higher penetration rates and |ower
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prices for consumers of t el econmuni cati ons
servi ces;

« these trends denponstrate that policies which
encourage conpetition in teleconmunications have
stimul at ed | nt er net usage, | ocal cont ent
devel opnment, and e-conmmerce - which in turn
stimulate further investnment in the e-comrerce
i nfrastructure;

« lower per-mnute cost or (especially) flat-rate
prices for local service significantly increase
both the nunber of individuals on-line and the
time each user spends on-line;

« robust conpetition in information technol ogy
markets is driving down the cost of equipnent used
to access and operate the Internet;

« several countries have sought to nmake it cheaper
to get and stay on-line; and

« several governnents are taking steps to reduce the
cost of Ileased lines used to connect to the
| nternet backbone by allow ng conpetition, and/or
by regul ating prices set by dom nant operators.

In addition to physical networks, an electronic
commerce transaction depends on a wide array of enabling
factors sonetines called the ®“electronic comerce val ue-
chain.” Consequently, the w despread growth of electronic
commerce as a neans of doing business depends on the
exi stence and accessibility of a range of goods, services
and procedures, such as tel econmunications services,
el ectroni c paynment systens, transportation and distribution
systens, as well as legal or regulatory factors such as the
enforceability of electronic contracts and efficient custons
cl earance procedures.

Access also relies on the existence of adequate |evels
of digital Iliteracy since the know edge, skills and
famliarity of citizens with conmputer technologies wll
determine their ability to take advantage of electronic
conmer ce. Measures to expand digital literacy throughout
the population will not only increase the overall growh of
e-commerce but also tend to assure a nore even distribution
of its benefits within society. A nunber of FTAA countries
have therefore placed high priority on conputer awareness,
education and training as a neans of pronoting access to the
net wor ks and technol ogies related to e-comer ce.

Recommendat i ons:

Building on recomendations from the Joint Committee’s
First Report to Mnisters, FTAA Governments shoul d:
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« Pronote vibrant and fair conpetition:

- At the different levels of telecommunications

services  (that could be  suppliers of
t el ecommuni cati ons and conputi ng har dwar e,
t el ecommuni cations carriers, teleconmunications

resellers, and associated services suppliers such
as e-commerce services suppliers).

- Anpng tel ecommuni cati ons services provided through
al | types of technol ogical means (i ncl udi ng
wireline, wi rel ess, cabl e, and satellite
t echnol ogi es) .

- In the allocation of fundanental resources such as
spectrum and ri ghts- of - way.

- Through the oversight of donestic conpetition
authorities or comruni cations regulators to ensure
that no anti-conpetitive conditions arise.

« Mintain an i ndependent , effective, fair and
transparent oversi ght body.

The national regulator is critical in setting the
tone for the tel econmunications nmarket and will be
key in providing regulatory certainty, ensuring

non-di scri m natory t reat ment of mar ket
participants (both donestic and foreign), and in
preventing anti-conpetitive behavior. In turn,
this healthy environnment wil | provide the
certainty required to attract t he | ar ge
i nvest ments required for infrastructure

devel opment .

« Allow the marketplace to decide how to expand the
avai lability of data-capable infrastructure (wreline,
wireless, cable, satellite, etc.) able to support
el ectronic comrerce applications. As technol ogi cal
platforns that have been different historically
converge to a simlar set of capabilities, FTAA
gover nment s shoul d pr onot e conpetition acr oss
communi cations platfornms through technol ogy-neutra
regul ati ons.

« Wiile recognizing the possibility that governnents
m ght need to regulate for legitimte public policy
objectives, there is great value in allowing the free
devel opment of Internet services to continue by
avoiding the inposition of regulations that m ght
i npede its devel opnent.

« Establish regulatory reginmes that permt a broad range
of pricing strategies, including unnetered rates, for
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services used to access the Internet and adopt cost-
based approaches to interconnection pricing.

Ensure that all information service providers have
access to facilities, networks, and network services,
i ncl udi ng access to t he | ocal | oop, on a

nondi scrim natory and cost-based basi s.

Take steps to facilitate efficient testing and
certification procedures for IT products.

Seek to provide access and affordable service to all
menbers of society:

- Adm nister Universal Service progranms for basic

t el ephone service in a transparent,
nondi scri m natory, and conpetitively neutr al
manner, so as to be no nore burdensone than
necessary.

- Place governnental information and services

online, in order to provide them nore efficiently
and effectively, and to increase the uptake of
i nformati on technol ogi es by business and citizens.

- Maximze efforts to bring voice and data services
to under-served populations, by coordinating
efforts fromall social sectors invol ved.

Take steps to inprove e-commerce fulfillnment, including
i npl ementation of the business facilitation neasures
for express shipnments agreed to at the Toronto
M nisterial .

Pursue efforts to develop a clear, predi ct abl e,
nondi scrimnatory, stable vyet flexible |[egal and
regulatory framework, which 1is conducive to the
expansi on of access to I nformation and
t el econmuni cati on t echnol ogi es.

Wth the support and collaboration of the public and
private sector, place a high priority on conputer
awar eness, education, and training as a neans of
pronoting access to the networks and technol ogies
rel ated to e-comerce

Smal | and Medium Si zed Enterprises

Chal | enges and Qpportunities
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Small and medium sized enterprises are an inportant
part of a national econony and countries in the hem sphere
greatly benefit from the creativity and entrepreneurship
that come from small business. Exciting opportunities exist
for SMEs in the uptake of electronic commerce. Both research
studi es and business experience indicate that the adoption
of electronic commerce will enable SMES to continue to |ead
in the devel opnent of jobs and growmh across the FTAA, to
create new fornms of commerce and to inprove the standard of
l[iving in individual jurisdictions. In many ways, SMES are
in a strong position to take advantage of the opportunities
offered by the Internet and e-commerce. They tend to be nore
fl exi bl e, adaptable and quick to respond to new technol ogi es
and market opportunities as they l|lack the managenent | ayers
and bureaucracies that encunber decision-nmaking. Many SMEs
recogni ze the Internet as a valuable neans to pronote their
product, establish a corporate presence on the Wb and
provi de custoner service.

Al though the Internet vastly expands the potenti al
mar ket available to SMes, the challenges of electronic
commerce are nore acute for SMEs than for |arger business
enterprises. SMES' [imted resources make them nore
vul nerable to fraud and failure and often nore reluctant to
take on the risks associated with new ventures such as e-
commer ce. Another chall enge facing SMES' participation in e-
commerce is the shortage of trained technical workers who
can effectively nmanage the changing technology and fully tap
opportunities to increase efficiency, |ower supply costs,
and reach new markets. SMES may be less able to devote
resources to attracting and retaining technically qualified
wor ker s.

Both the private sector and the governnment, jointly and
separately, can assist with policies and prograns to help
sol ve the probl ens of SMEs.

Several FTAA governnments have devel oped progranms that
reach out to SMEs to provide tools and training to enable
themto take advantage of e-commerce to increase their sales
through exporting and to manage their business nore
efficiently. Governnments in the region are striving to make
their prograns, products and services avail able through the
Internet. Specific efforts in sone countries have included
the use of virtual trade shows, software toolkits, training
prograns, and web-based counseling and i nformati on services.

The private sector - often SMEsS thenselves - are
offering services to conpanies who wish to trade on the
I nternet but |ack the technol ogi cal know how or the manpower
to do so. Services assist firns to go online and devel op and
integrate e-comerce solutions for all of their business
oper at i ons. Support to SMEs is also available to devel op

10
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guidelines for advertising, nmarketing, contracting and
resolving conplaints, which is particularly inportant in
assisting SMEs to attract and retain satisfied custoners in
the electronic marketplace. Efforts are also underway to
create portals, business-to-business exchanges, procurenent
networks, and other tools to pronote exporting over the
Internet, in relation to which, private-public sector
partnershi ps are al so devel oping in sone countries. Finally,
sel f-assessnent tools are becom ng available to assist SMes
to evaluate their e-comerce readiness and to identify their
needs and prospects.

Recommendat i ons:

Throughout the Wstern Hem sphere, SMEs represent the

vast bulk of enterprises. As such, steps to pronote and
support their efforts to engage in e-commerce wll reap
subst anti al benefi t for the region. Building on

recommendations from the Joint Commttee’'s First Report to
M ni sters, FTAA Governnents shoul d

« Encourage SMEs to fam liarize thenselves with avail able
el ectronic commerce tools, by undertaking activities to
di ssem nate information on options, opportunities and
challenges and to promote the use of electronic
commerce and tel ecomuni cation technologies, in order
to inprove participation in international markets.

« Continue to cooperate with and encourage the private
sector to offer educational opportunities via the
Internet and to dissemnate information on the
advant ages and benefits of wusing new technologies to
conduct commercial transactions and to inprove overal
efficiency and productivity by integrating electronic
conmer ce i nto business operations.

« Support cooperation and pronote efforts by |Iocal
busi ness organizations and snmall and nedium sized
enterprises to develop sites where SMES can network,
post information, and exchange ideas about best
practices and l|lessons learned, in order to facilitate
investnment, job creation, increased conpetitiveness,
and the use of nore advanced technol ogi es.

« Support the search for solutions to the obstacles faced
by SMEs in fully wutilizing electronic comerce,
encour agi ng conpani es that provide electronic commerce
busi ness services to develop products tailored to the
needs of SMEsS and to cooperate with these conpanies to
devel op and pronote SME export portals, affordable and

11
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secure paynent systens, SME training prograns, and
regi onal technical centers.

- Continue national efforts to make governnent products
and services available via the Internet, helping SMEs
to build their Internet skills.

6) Onli ne Paynent Systens
Chal | enges and Qpportunities

The availability of effective electronic paynent
systenms is a significant elenent of electronic comerce,
enabling wholesale and retail businesses to nove their
busi ness-to-business (B2B) and business-to-consuner (B2C)
mar keting and sales onto the web with m nimal concerns about
conpleting the financial portion of the transaction
However, the on-line environment presents challenges rel ated
to fraud, security risks, consunmer protection and privacy
protection that should be adequately addressed. In addition,
the cross-border supply of paynent services raises issues
about the standards and rol es applicable to donestic paynent
systens and their interoperability wwth foreign systens, and
about the |level of consuner protection available for
consuners who nmake use of foreign paynment systens.

The Anmericas could benefit from participation in the
burgeoning electronic payments markets associated wth e-
commerce. Yet, today, paynent systens based on credit cards
are widely perceived to be inadequate as credit cards are
unavai l able for many potential e-comrerce consunmers in the
region and relatively expensive for small and nmedi umsized
enterprises ( SMES) , i ncl udi ng retailers. Many have
identified these issues as contributing to the relatively
slow entrance by existing bricks-and-nortar retailers into
e-commerce in the Americas and to the relatively Iow | evels
of consuner purchases on the Internet.

New t echnol ogi es for paynent are underway in the region
that should help address these problens for both business
and consuners. For B2C e-conmerce, and sonme  SME
applications, banks and other conpanies are creating nove
approaches to supplenent traditional nethods. These include
e-comerce charges and paynents incorporated into existing
utility Dbills; taking advantage of existing credit
rel ati onshi ps, use of debit cards, new paynent technol ogies
such as bar code scanning, snmart cards, electronic wallets
and cellular tel ephones; depl oynment of new security
technologies and prepaid cards wth snmall anounts of
pur chasi ng power for citizens who |ack access to traditional

12
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credit. But there is nore work to be done by FTAA
Governnments and the private sector

The continued growmh in electronic comerce depends
significantly upon the developnent of an efficient and
secure cross-border financial services infrastructure. FTAA
Governnments, the financial sector and retailers need to | ook
at paynent systens wused to support e-comrerce in the
Anericas if they are to accelerate the growh of e-commerce
and broaden its benefits for the region's citizens.

As the rel ationshi ps between financial institutions and
their online business custonmers beconme increasingly conplex
and interdependent the ability of financial institutions to

nmeet their custoners' investnent, cash rmanagenent and
foreign exchange needs as part of online paynment support
services wll be critical to the custoner's ability to

conpete in gl obal e-comerce.

Recommendat i ons:

The private sector is responding quickly to develop
el ectronic paynent solutions to enable e-conmerce. To
encourage innovation and confidence in the devel opment of
effective and secure paynent systens, FTAA Governnents
shoul d:

« Work cooperatively anong thenselves, and wth the
private sector, as electronic paynent systens devel op,
in order to keep apprised of policy inplications and to
ensure t hat gover nnent al activities flexibly
accommobdat e the needs of the energi ng marketpl ace.

« Build on the existing work of governnments, the private
sector, and international organizations to inprove
information sharing and cooperation 1in conbating
security threats to paynents systens, cross-border
fraud, illicit financial transactions, and threats to
the integrity of the Internet.

« Examne, wth the private sector, online paynent
systenms, with a view to renoving possible obstacles to
t he deploynent of alternative online paynent nethods,
t hereby accelerating participation in B2B e-conmerce,
especially by SMEs, and fostering efforts to provide
greater access to innovative technol ogies for Internet
purchases by consuners and SMEs w thout traditional
access to credit.

« Develop policies in conjunction with the private sector
that foster flexible, innovative approaches in the

13
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devel opnent of alternative paynment mechanisns. Efforts
should be directed at inproving the efficiency and
lowering the costs while ensuring the security of
cross-border paynents systens.

« Cooperate with the private sector, including chanbers
of comrerce, banking and retail associations, and
universities to educate SMEs and retailers about
effective e-commerce nodels in the region and paynent
t echnol ogy systens.

« Stimulate efforts by the financial and retail sectors
to develop and identify for the public websites
utilizing secure paynent technol ogi es and practices and
respecting consumer privacy, and cooperate with the
private sector to educate consuners and business and
provide them with the information they need to decide
whether and how to participate confidently in e-
commer ce

« Encourage banks, paynent card conpanies and retailers
to work to achieve an appropriate sharing of risk and
costs anmong thensel ves to pronote broader participation
in e-comerce by the regions retailers, SMs, and
financial institutions, while protecting consuners from
unreasonable liability for fraudulent and unauthorized
el ectroni c paynent transactions.

« Support policies and procedures designed to pronote
transparency in the regulation of paynents systens,
including standard-setting, the application process,
and judicial, arbitral, and/or adm nistrative review.

15) Certification and Authentication
Chal | enges and Qpportunities

In the electronic world, where parties do not have
face-to-face contact and may not know each other even by
reputation, authentication technologies help identify the
parties and provide neans by which they can reliably sign
docunents, assent to transactions, and verify docunents’
integrity. As such, they play an inportant role in building
user confidence in e-conmmerce.

But technology is not sufficient in and of itself. The
devel opnent of el ectronic conmer ce requires | ega
recogni tion, functional equivalence and non-discrimnation
as regards electronic signatures, as well as technol ogi ca
neutrality in order to avoid |ocking consuners and
busi nesses into one technol ogy that may not suit their needs

14
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and erecting artificial barriers to the devel opnent of new
t echnol ogi es.

For their part, conpanies are increasingly enploying
aut hentication nethods in electronic markets through cl osed
systems. A closed system is established by a voluntary
agreenment under private law in which participants specify in
advance how they wll conduct business, including what
met hod of logging on to the system and signing they wll
use. Through closed systens, participants my access
information, utilize services, and engage in transactions.
Many closed systens enploy electronic agents, conputer
prograns that initiate or respond to nessages on behal f of
an entity or individual wthout contenporaneous human
partici pation.

In closed systens, nutual trust has already been
est abli shed between the parties through their agreenent.
Thus, these agreenments can be relied upon to govern the
system provided that the legal rules for e-conmerce
recogni ze and enforce private | aw agreenents with respect to
aut hentication nethods and other operational aspects of
closed systens, including the use of electronic agents.
Cl osed systens constitute the backbone of B2B e-commer ce.

FTAA countries have a range of views as to the
appropriate role of governnment in regulating the activities
of certification authorities (CAs). However, there is
agreenent that ~conpetition and non-discrimnation are
inmportant principles in the provision of certification
servi ces.

Vari ous national approaches to the establishnment and
governance of certification authorities and their activities
can co-exist. These approaches may include varying el enents
of industry self-regulation and/or governnental regulation.
In order to facilitate electronic commerce, however, it is
inportant that these varying approaches be nade conpatible
wi th each ot her

Recommendat i ons:

Bui | ding on recomendations from the Joint Commttee’s
First Report to Mnisters, FTAA Governments shoul d:

« Take steps to identify and renove |legal barriers that
hinder the recognition of electronic transactions,
including recognizing the legal validity of electronic
signatures and docunents, taking into consideration the
enabling provisions of the 1996 UNCI TRAL Mddel Law on
El ectroni ¢ Commer ce.

15
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- Make efforts to ensure that their electronic signature
| egi slation is technol ogy-neutral

« Ensure the legal validity of electronic records and
evi dence for use in court and other official
proceedi ngs, independently of the authentication and
certification technol ogy used.

« Afford parties to a B2B transaction the freedom to
determine by private law agreenent the appropriate
technol ogi cal and business nethods of authentication
and give the parties’ agreenent |egal effect, including
possible neans for resolving disputes, wi t hout
prejudi ce to applicable public policies.

« Recognize the inportance that the private sector nust

pl ay in t he devel opnent and depl oynent of
aut hentication and certification technologies, and
pronote the participation of all relevant socia

sectors in the process of formulation of policies and
laws in this area.

« Make efforts to ensure that |aws and regul ati ons do not
di scri m nate agai nst electronic authentication nethods,
or agai nst nat i onal or foreign provi ders of
aut hentication services, and do not erect barriers to
the provision of authentication services by any of
t hem

« Wrk wth the private sector to encourage the
devel opnment and deploynent of authentication systens
that provide adequate protection against fraud and
identity theft, are consistent with respecting
i ndi vi dual s' personal privacy, and do not inpede use by
creating barriers.

O her | ssues

In addition to the above subjects, the Joint Conmittee
al so noted the inportance of other issues in relation to the
devel opment of electronic commerce, such as consuner
protection and the protection of intellectual property
online. Although not examned in detail, the Conmttee
believes that such issues warrant further attention from
governments within the context of the FTAA

8) Consuner Protection
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Chal | enges and Qpportunities

Increasing conpetition in the global el ectronic
mar ket pl ace offers consunmers new and substantial benefits,
i ncl udi ng conveni ence, access to a w der range of goods and
services and the ability to gather and conpare information
online, resulting in the possibility of obtaining reduced
transaction costs, and better prices, quality and service.
These benefits cannot be fully realized, however, wthout
consunmer confidence in donestic and international e-
commerce. The key elenents for building consuner confidence
in electronic comerce include: protection from fraud and
from m sl eadi ng and unfair conduct and conmercial practices;
respect for consuner privacy;, private sector initiatives;
gl obal cooperation; consunmer and business education, and
effective neans of dispute resolution.

Consuner protection agencies around the world have
begun to address the increased need to cooperate in efforts
to conbat fraudul ent, deceptive, and unfair practices on-
[ine. This cooperation has included the sharing of
i nformati on and experiences, joint action, and coordi nation.
Furthernore, efforts are underway in international fora,
such as OECD, APEC, the International Chanber of Conmerce,
the Hague Conference on Private International Law and the
G obal Business Dialogue on Electronic Comrerce (GBDe) to
devel op cooperative arrangenents and neans to protect
consuners in the context of cross-border e-commerce. These
efforts i ncl ude private sector reconmendat i ons,
i nternational guidelines, and public workshops.

9) Intell ectual Property Protection

Chal | enges and Qpportunities

The ability to perfectly copy electronic data, to
distribute it instantly on a global basis, and the growth of
e-comerce raise a nunber of key issues for holders of
intellectual property and governnents related to the
adequate and effective protection of copyrighted works
onl i ne. Aut hors, producers of copyrighted works, and
performng artists nust be able to have confidence that
their copyrighted works will be protected online. Lega
protection  of i ntellectual property in the online
environment preserves incentives for the creation of |oca
cont ent and encourages its world-wide dissem nation.
Consunmers al so nust have confidence that they can rely on
trademarks as trusted indicators of the origin and quality
of their on-line purchases.

10) Online Distribution of Content
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Chal | enges and Qpportunities

The countries of the Hem sphere are anong the nost
active in the world in ternms of generating “content”
suitable for online distribution. Every day sees a growh
in the global reserve of nusic, film and audiovisua
fixations, conputer software, training prograns, literature,
journalism etc., through contributions resulting from the
creative ingenuity and entrepreneurial capacity of the
Americas. Ensuring the online distribution of content is an
inportant factor in increasing economc output from
el ectronic commerce should be a priority for the governnents
of the FTAA countri es.

Currently, the distribution of cont ent t hr ough
pl acemrent on web sites and subsequent downloading, or
through forms of distribution from a single source to
mul tiple users, such as sinulcasting, is one of the nost
active forns of electronic commerce. However, producers of
content who work in the countries of the Hem sphere are
suffering inportant econom c |osses due to the unauthorized
di stribution and/or use of content by third parties.

11. Future Work of the Commttee

During the second phase of work in the FTAA the Joint
Experts Commttee, under its ongoi ng work plan, deepened its
exam nation of selected issues pivotal to the devel opnent
and integration of electronic comerce in the region. The
Joint Experts Commttee’s discussions centered on ‘real
worl d’ chal |l enges and opportunities, and practical aspects
of electronic commerce, with a focus on being able to:

go online — Access and Infrastructure

get small business online — Small and Mediumsized
Ent erpri ses ( SMES)
ent er into contracts online - Authentication and

Certification
make a purchase online — Online Paynent Systens

Through di scussi ons of national experiences and | essons
| earned, the Joint Experts Conmittee has inproved regiona
awar eness and understanding of the policies and practices

that wll expand and broaden the benefits of electronic
commerce for the Wstern Hem sphere. As e-conmerce
technol ogi es, market conditions and practices continue to
evolve rapidly, new issues and solutions energe. Shari ng
experiences and information on e-comrerce problens and
solutions will enhance e-commerce growth, trade flows and

econom c integration in the region.
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The Joint Committee also should continue to keep
abreast of ongoing work in other international fora, and
stinmulate discussion of tinmely e-commerce issues. The Joint
Commttee considers that the followng topics could be the
subj ect of future work, and agrees that the priorities wll
be determ ned during the next period: i) effective consuner
protection, with a particular focus on: protection from
fraudul ent, m sl eadi ng or unf air commer ci al
practices/conduct, respect for the privacy of the consuner,
private sector initiatives, effective neans of dispute
resolution, and international cooperation in these areas;
ii) “e-government”; iii) the digital divide between and
within countries of the Western Hem sphere; iv) the inpact
of electronic comrerce on social devel opnent, training and
formati on/ education of human resources through the use of
i nformation technol ogies; v) the production of digital
content and its on-line distribution; vi) inplications for
custons and taxes of cross-border electronic transactions.;
and vii) the security of electronic transactions.

At the sanme tine, we recommend that the Joint
Conmittee begin to address e-comerce issues as they relate
to the FTAA negotiations. The Joint Experts Commttee is
not a negotiating group, and FTAA negoti ati ons on e-conmerce
related obligations should occur in the respective FTAA
negotiating groups, not in this Commttee. Nonetheless, the
Internet and e-commerce are revolutionizing the way that
i nternational business is conducted, fromhow information is
communi cated, to how contacts are nade, records kept, supply
chai ns operated, products delivered, and disputes resolved.
The FTAA is the first conprehensive trade agreenent to be
negotiated since this electronic business revolution, and
will need to reflect this new reality. In order to ensure
that the final FTAA agreenent is relevant and current, the
Joint Committee should explore through national experiences

and the hands-on know edge  of its private sector
partici pants how e-commerce is changing the conduct of
i nt ernati onal business and inform negotiating groups

regarding the nature of these changes. Anpong the negotiating
groups that mght benefit from the Joint Commttee’'s
technical input are the Negotiating G oups on Market Access,
Servi ces, and Governnent Procurenent.

There is continued interest within the Joint Commttee
to share national experiences and analyze broadly the
factors that lead to their success or failure in areas to be
det er m ned.

The Joint Conmittee thanks the Tripartite Commttee and
the FTAA Secretariat for their support.
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ANNEX — Nati onal Experiences

ARCGENTI NA
1.- Access and Infrastructure
a) Tel ecomruni cati ons

In 1997, the Departnent of Conmunications approved the
web conmmuni cations access nodel 0610. This new nuneration
will enable the ISP servers to have a special nunber to
differentiate between a normal tel ephone call and one for
accessing the Internet. Therefore, after being connected for
twelve (12) mnutes, the subscriber will have a rebate in
the pulse rate that, depending on the tinme of day, could
| ead to a 40% di scount.

Argentina also initiated in 1998 a tel econmunications
deregul ation plan which paved the way for a gradual,
progressive and orderly sectorial access. This deregulation
invol ved |local calls, long distance calls and international
conmuni cat i ons.

The purpose of this plan, conpleted in Novenmber 2000,
with the opening up of the l|local market, was to increase
conpetition in this sector, to |ower the actual
t el econmuni cati ons costs and to i ncrease access
opportunities for the users.

In addition, nobile tel ephones have had rapid growth
over the last few years. This has opened the way for the
creation of nobile lines with Internet access.

b)  EDUC. AR

Educ.ar is the first state-run Internet conpany in
Argentina. Its purpose is to wire the whole Argentine
Republic’s education system to the Internet and open up
access to the nost recent technol ogical advances. Its main
objective is to be a tool to nake education nore denocratic.

The devel opnent of Educ.ar was based on three basic
pillars: an educational content portal, a teacher training
plan and a connectivity plan. The first stage will involve
connecting mddle schools with a student population of
2,845,066. This wll alnost quadruple the total nunber of
peopl e presently connected to the Internet in Argentina.
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The second stage wll involve connecting primary
schools with a student population of 7,778,534. This wll be
alnmost a tenfold increase in the nunmber of people who
presently have access to the Internet

c) El ectroni ¢ Gover nnent

Wthin the framework of the National Mbdernization of
the State Plan, initiated by the Argentine Governnent, the
El ectronic Governnent Initiative plays a vital role as an
inmportant tool to realize a major portion of the horizontal
and vertical reforns that are an integral part of it.

The “El ectronic CGovernnent” concept includes all those
activities based on nodern conputer technologies, in
particular the internet which the State is developing to
increase public admnistration efficiency, inprove services
offered to the people and provide a far nore transparent
framework for governnent activities than is presently the
case.

Those activities cover internal aspects dealing wth
the adm ni stration of public bodies, w despread distribution
of information on governnent actions, as well as the
provi sion of nore and better services to the constituents.

A few exanples of the activities covered in the
El ectronic Governnment Concept are: a “paperless” public
adm nistration; renote access to the services offered by the
State twenty-four (24) hours a day, three-hundred and sixty-
five days (365) a year or developnent of portals offering
better and faster access to governnment information.

This project also covers the creation and maintenance
of a “single wcket” access point to all national governnent
activities.

The portal address (URL) is ww. gobi ernoel ectronico. ar,
but can al so be reached through www. i nfo. gov. ar.

d) Cybercities

This program encourages the use of interactive and
mul ti media technologies to stimulate community integration
processes, pronote efficiency and productivity, develop
el ectronic governnent practices and provide quality
information and services to the people and institutions.
There is a pilot project in the Cordoba Minicipality of La
Carl ot a.

e) Virtual Miseuns
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The purpose of this program is to bring our present
cultural heritage on line under the nmandate of the Nationa
Department of Culture.

2.- On-Line Paynment System

The National Paynents Systemis the realization of the
el ectronic conpensation project for methods of paynent
proposed in 1996. This System provides the infrastructure to
admnister in a far nore efficient, sinple, fast and
reliable way, all paynents between commercial parties in any
type of Dbusiness comunity. That infrastructure may be
utilized in a Business to Business environnent (for exanple,
a business with all its suppliers and/or clients) or in a
Busi ness to Consuner environment (for exanple, a business
providing public services with its clients). Businesses can
only have access to that infrastructure through the banks
that are the gateway to this nmulti-bank paynent system

This System has two basic initiatives called *high
val ue” and “low value”. The purpose of this differentiation
is essentially not to distinguish transactions by their
total anounts, but rather to highlight the different
characteristics and possible users of each service. *“Hi gh
val ue” covers inter-bank paynents or noney transfers between
t he various banking institutions. “Low value” targets inter-
busi ness paynents or paynents by the end-custoners to the
busi nesses. In the latter case, it is based on the fact that
all paynents processed through +the banking system in
Argentina will be paid electronically.

There has been in the private banking sector a
significant increase of portals, over the last year, to
facilitate client access to banking information, including
on-line paynents for services.

3.- Certification and Aut henti cation

The protection of property and security of transactions
appears to be the focal point for the debate dealing with
regulations and laws for electronic comerce. In this
respect, Argentina is working to enact |egislation.

There are a nunber of projects before Parlianent
dealing with the recognition of digital signatures for |ega
pr oceedi ngs.

Moreover, within the country, Law 24.624 recognizes as
originals docunments drafted with first generation electronic
or optical platforns, reproduced fromoriginals of any kind,
contained in this type of software, that cannot be erased.
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4. - Consuner Protection

The Consumer Protection Law 24240 does not explicitly
mention transactions carried out through electronic
commer ce. It is, however, understood that the sane
protection woul d apply by extension.

5.- Privacy

In 1999, the Sixth Court of the Crimnal Tribunal of
the Federal Capital handed down a ruling stating that
electronic mail has the sane |legal protection as that
granted to traditional private correspondence.

BRAZ| L

| nt roducti on: | nt er net and Electronic Comerce in
Br azi l

The devel opnment of Internet in Brazil began in 1989
with the pioneering work of a handful of academc
institutions and non-governmental organizations. This was
actively encouraged by the federal governnent through the
M nistry of Science and Technology, as well as by severa
state governnents. Bet ween 1991 and 1993 an early version
of Internet services wth points in 21 provinces was
inpl emented by the National Research Network (RNP). In
1995, a federal governnment decision defined the general
rules governing the provision of Internet services in
Brazil, and today there are approxi mately 450,000 “hosts”.

The nunber of Internet users in Brazil was estimted at
300,000 in 1996, a figure thought likely to have grown to
five mllion by 2000. The |atest projections see the nunber
of users doubling between now and 2002, nmainly as a result
of cheaper conputer equipnment and greater supply of
t el ephone | i nes.

About US$450 million worth of transactions were carried
out electronically in Brazil during 1999, nostly of the
busi ness-to-business (B2B) variety; this accounted for 88%
of all electronic business in Latin Anerica. E-comerce in
Brazil is expected to grow to US$3.2 billion by 2003. In
1999, alnost 90% of all e-conmerce transactions in Brazil
were carried out by “old econony” firms, 42% of them
bel onging to the financial sector. Books, CDs, conputers and
accessories, and tourism services are the nost widely sold
products in virtual stores.
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G ven the inportance of e-commerce, there has been a
rise in governnent initiatives to develop and support this
activity. Such initiatives have included the creation of the
El ectronic Commerce Executive Conmittee, which is expected
to have both private-sector and academ c partici pation

E- Gover nnent

In the Internet age, the governnent needs to pronote
uni versal access and greater use of electronic nedia, in
order to nmake its admnistration nore efficient and
transparent at all levels. The creation and mai ntenance of
equi tabl e universal services for citizens is a public policy
priority.

In 1993, a nunber of mnistries began to use the
Internet to dissemnate information in their respective
areas, and two years l|later the nunber of Federal Governnent
sites on the web had grown considerably. An independent
analysis in early 1996 identified Brazil as a pioneer in the
Americas in posting governnent information on the Internet.
The variety of information provided at both federal and
state levels has increased recently, and the Mnistry of
Pl anning has created a systemfor accessing this information
t hrough t he federal gover nment site at
http://ww.redegoverno. gov. br.

There are several applications at the federal
gover nnment | evel t hat make use of information and
communi cations technol ogy, and these have the potential to
revol utioni ze the managenent of public services in their
respective areas of action:

a) Income Tax Declaration: It has been possible to submt
income tax returns by electronic data transm ssion since
1995, and over the Internet since 1997. As many as 70% of
all income tax returns filed by natural persons, along
with 80% of those filed by corporations, were submtted
el ectronically in 1998;

b) Tax collection: The Integrated Inter-State Trade
OQperations Information System (SINTEGRA) is currently
bei ng i npl emented throughout the country. Its aimis to
facilitate informati on exchange between taxpayers and tax
authorities in the individual states, as well as
i nformati on exchange between st ates;

c) Health: The “National Health Card” (Portuguese acronym
CNS) is a Health Mnistry initiative to conputerize all
public health services in the Single Health Care System
(SUS), by providing an identification card to all users.
The systemis currently being piloted with a popul ation
of about 12 mllion people.

d) Legislative Process: The “Interlegis Project”, which was
initiated in 1997 by the federal Senate, has the aim of
establishing a network for |egislative comunication and
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participation throughout the country, linking information
systenms between the federal, state and nmunicipa
| egi sl at ures;

e) Governnent Procurenent: “ConprasNet” is an on-line system
created by the Mnistry of Planning giving access to al
federal government tenders, as well as other services and
facilities to enhance the transparency of procurenent and
busi ness opportunities for conpani es.

“I'nformati on Society Progrant

In August 1999, the Information Society Program
| mpl enentati on Group (SOCI NFO was set up under the aegis of
the Mnistry of Science and Technology, in response to a
proposal nmade by the National Science and Technol ogy
Council. The program which cost about R$3.4 billion (US$2
billion) to inplement, was officially launched by the
President of the Republic in Decenber 1999.

The Information Society Program envisages action by
federal, state and nunicipal governnments in conjunction with
rel evant social sectors, and seeks to ensure the viability
of a new stage of Internet devel opnent and applications in
Brazil . The program includes training for research and
devel opnent, as well|l as guaranteeing advanced conmuni cation
and information services. |Its goal for the next four years
is to lay the foundations for a substantial increase in the
information econony’s share in the total Goss Donmestic
Product (today estimated at 10% and thereby help to reduce
the country’s social and regional inequalities.

Wt hin t hese gener al obj ecti ves, SOCI NFO  has
established specific goals in the follow ng areas: science
and t echnol ogy; educati on; cul ture; heal t h; soci al
applications; envi r onment and agricul ture; i ndustry;
commer ce; public finance; i nformation and medi a;
ent r epr eneur shi p; I nvest nment ; technology creation and
transfer; gover nnment activities; education for t he
information society; and followup and eval uation. Further
details on the Information Society Program can be found at
www. soci nfo. org. br

Legi sl ation

Brazil does not yet have specific |laws on e-conmerce,
but there is intense legislative activity in this area,
with a nunber of bills of varied scope and approach
currently before the National Congress. The Mdel Law on
Electronic Comerce drawn up by UNCITRAL serves as a
benchmark in the correspondi ng | egi sl ative debates.
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Private Sector

Brazil’s financial institutions are currently the
| eaders in private-sector e-comerce activity, after
investing in conputerization for several years. There is
even one entirely “virtual” bank in the country, and another
with its owmn satellites for data transm ssion. Brazil's
financial sector is also very active in the area of
el ectroni c paynent systens.

In other sectors of the econony, nost firnms have not
yet reached the point where they can acconplish the full
cycle of e-commerce transactions. Anong retailers, the best
exanpl es are supermarkets (where between 1% and 2% of sales
by the large chains take place over the Internet), along
wi th bookshops, CD stores, and conputer and accessory
retailers. The tourism sector has also seen significant
gromh. The «current trend in the private-sector B2B
transactions is for existing business between conpanies to
mgrate to the electronic domain (Internet and Intranet);
thus far, however, no new busi ness has been created.

The “PROER Especial” project, undertaken by the
Brazilian Small Business and M croenterprise Support Service

( SEBRAE, Wwww. sebrae.combr), is an exanple of the
encour agenent being given to the formation of SME networks
in Brazil. The aim is to pronote economc diversity and

enterprise conplenmentarity, along wth sustainable and
conpetitive productive |inkages.

CANADA

1. Access and Infrastructure

Over the past 20 years, Canada has gradually introduced
conpetition to virtually all areas of conmunications in the
pursuit of inproved infrastructure and increased access to
efficient and affordable comunications services for both
residential and business consuners. Canada has privatized
st at e-owned operators and elim nated nonopolies in satellite
and i nternational t el econmuni cati ons servi ces. These
devel opments have stinulated a dynam c tel econmunications
mar ket whi ch has brought about innovation, inproved quality
of service and a dramatic reduction in prices for business
and residential tel ephony services and Internet access which
makes the Canadi an nmarket the |east expensive in the world
(CECD Communi cations Qutl ook, 1999).

More recently, the “Connecting Canadians” initiative,
| aunched in 1997, has resulted in a substantial increase in
| nternet access |levels, both for businesses and citizens. It
becanme the catalyst for the devel opnent of a conprehensive
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strategy on e-commerce (involving awareness raising,
fostering adoption and use, policy devel opnent,
international presence and |eadership, and public-private
sector partnership). Another key elenent of the Connecting
Canadi ans initiative is the current federal governnent focus
on government -on-1i ne.

Current Canadi an objectives revolve around universal
access and connectivity, effective use of networks in
support of e-commerce and public services and aggressive
br oadband depl oynent.

2. Smal | and Medium Si zed Enterprises (“SMES”)

The Canadian strategy with regard to SVMEsS has focused
on awar eness raising, adoption and use of e-commerce, and on
better neasuring and anal yzi ng new busi ness nodel s energing
with the “new econony”. The Canadi an strategy is built on a
strong partnership with key federal agencies, such as the
Business Service Centers, and wth the private sector.
Special projects, such as an electronic Business Service
Centre, are being inplenmented to provide assistance to SMES
t hrough information, guidance and contacts relevant to e-
commer ce

The Canadian private sector has also taken an active
role in the area. The Canadian E-Business Opportunities
Roundtabl e is a voluntary group of Canadi an busi ness | eaders
and educators who are commtted to fostering the devel opnent
of e-business in Canada. One of the key objectives of the
Roundtable was to create a conprehensive fact-based
understanding of the state of e-business in Canada,
including the challenges and opportunities for SMEs. The
Roundtable has held a nunber of regional conferences to
communi cate the nature of the e-business challenge to the
SME community. SMEsS have indicated strong support for this
type of activity and have recommended continued information
sem nars and practical workshops, devel opnent of neans to
assess the advantages of using e-comerce, devel opnent of an
internship program for recent graduates (e-corps) to go to
SMEs and help them integrate e-commerce in their business
activities, creation of accessible one-stop information
resources for SMEs, tinme -limted economc incentives to
stinul ate e-conmerce adoption, and information sessions from
industry associations on currently available on-Iline
security solutions.

3. Onl i ne Paynent Systens
El ectronic paynment systens in Canada are growing in
i nportance. Debit and credit card paynents have surpassed

traditional paper-based paynment instruments in terns of
vol une of transactions. In 1998, 53 per cent of cashless
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transactions were made using debit and credit cards, 31 per
cent using cheque, 9 per cent by credit transfer, and 7 per
cent by direct debit. A recent survey undertaken for the
Canadi an Bankers Association found that 63 per cent of
Canadi ans now use ABM tel ephone banking or the Internet as
their primary nmeans of conducting financial transactions.

The Canadi an Paynment Association’s Automated C earing
and Settlenment System provides a nechanism for the
processing and settlenent of a nunmber of electronic paynent
instruments, such as credit transfers and pre-authorized
debi ts. The CPA also operates the Large Value Transfer
System an electronic paynent system established in 1999,
t hat provides irrevocabl e sane-day finality of paynent. The
CPA is analyzing issues associated with the possible use of
an Automated C earingHouse in Canada, and is exploring
i nkages with the proposed Wrl dw de Automated Transactions
Cl eari ngHouse.

The CPA  will be i mpl ementi ng a public key
infrastructure to facilitate the growth of on-line Internet
paynment s. The CPA intends to becone a root certification
authority for CPA nenbers and other qualified institutions
electing to act as certification authorities. As a root
certification authority, the CPA will ensure consistency in

the standards applicable to the issuance of digita
certificates, which authenticate the identity of users
conducting el ectronic transactions.

The Interac Associ ation operates Canada’s only nati onal
ABM and electronic funds transfer/point-of-sale (EFTPOS)
net wor k. Canada has the nopst EFTPOS termnals per
inhabitant in the world and is behind only Japan in having
t he nost ABMs per inhabitant.

Canada’s mmjor financial institutions are devel oping

el ectronic bill presentnent and paynment (EBPP) schenes that
all ow consuners to receive and pay bills on-line from a
single website. EBPP will Ilikely reduce the nunber of
cheques used for bill payments. Financial institutions are

also continuing to test forns of electronic cash, such as
Mondex and Vi saCash.

Among the policy issues of interest to Canada in
relation to electronic paynent systens are network access
and conpetition, consuner protection, security, privacy, and
the regulatory framework appropriate for institutions
i ssui ng el ectronic cash.

4. Certification and Aut henti cation
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The Canadian experience in building trust in the
el ectronic environnment includes l|legal and policy neasures
regarding electronic signatures, privacy and cryptography.
Canadi an | egislation, the “Personal Information Protection
and El ectronic Docunents Act” was recently passed and cane
into effect on January 1, 2001. It establishes the |ega
framework governing the collection, use and disclosure of
personal information in the federal domain. The Act also
provides an electronic alternative for doing business wth

the government. It contains provisions covering the use of
secure electronic signatures, electronic evidence in the
courts, and governnent -on-1ine measur es. Equi val ent

| egislation is also being introduced by provinces.

A public consultation docunment on Authentication and
Certification has recently been released by the Canadian
governnent. It seeks views from all stakeholders on how to
proceed with the establishnment of Certification Authorities
(“CAs”). The Canadian approach recognizes the |eadership
role of the private sector in designing a proper
accreditation mechani sm

Crypt ography technologies form a relatively new but
vibrant market in Canada and el sewhere. The Canadi an
government issued a policy statenent in October, 1998, which
permtted the inport and use of cryptography products wth
no mandatory key recovery requirenent or |licensing regine.

CALOMVBI A

A nunmber of initiatives have been undertaken in
Colonbia since the md-1990s to foster the use of
information technol ogies (IT).

Based on these initiatives and wth a firm
determ nation to take full advantage of the benefits offered
by such technologies, in early 2000 Col onbia adopted as its
long-termstrategy in this area a high-level policy called "
Connectivity Agenda : The Leap to Internet.” Its purpose is
to pronote a broad-based and overall increase in the use of
information technologies with a view to inproving the
conpetitiveness of the production sector, nodernizing public
and governnent institutions, and socializing access to
i nformation.

This is based on an understanding that information
technol ogies are tools that will make it possible to devel op
a new econony, build a nore nodern and efficient State,
ensure wuniversal access to information, and effectively
acquire and use know edge, all of which are fundanental
el ements for the devel opnment of nodern societies.
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The Connectivity Agenda is a series of strategies
i npl enmented through specific interconnected prograns and
projects ained at fostering social and econom c devel opnent
in Colonmbia through an extensive increase in the use of
i nformati on technol ogi es.

The Agenda seeks to create a favorable environnment and
conditions for the different sectors, so that each can
assimlate and exploit information technol ogies and,
accordingly, produce a positive inpact that will contribute
to the achievenment of certain objectives.

To achi eve the proposed objectives, six strategies and their
corresponding lines of action were identified:

1. Access to information infrastructure
« Strengthen t he nati onal t el econmuni cati ons
infrastructure
« Provide access to information technologies for the
maj ority of Col onbians, at nore affordable prices

2. Use of IT in educational and training processes on the
use of IT
« Foster the wuse of information technologies as an
educati onal tool
« Train Colonbians in the use of information technol ogies
« Upgrade the skills of human resources specializing in
the devel opnent and rmai ntenance  of i nformation
t echnol ogi es
« Increase people’s awareness of the inportance of using
i nformati on technol ogi es

3. Use IT in businesses - on-line businesses
« Foster the adoption of information technol ogies by the
production sector

4. Foster the developnment of the donestic information
t echnol ogy i ndustry
« Create a favorable environnent for developing the
i nformation technol ogy industry

5. Generate content
« Pronote the national content industry
« Support the generation of content and on-line services

6. On-1ine gover nment
- Inprove State operations and efficiency
« Inmprove State transparency and strengthen soci al
control over public admnistration
« Strengthen the State's function of service to citizens
t hrough the use of information technol ogi es
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In line with these general strategies, a group of
prograns and projects considered necessary at the outset
were | aunched. The nost inportant were: creation of a
gover nnment | nt ranet and application of i nformation
technologies in government; strengthening the nationa
tel ecommuni cations infrastructure; establishing comunity
I nternet access centers; fostering and regulating electronic
commerce; defining tariff schedules for accessing Internet;
using information technol ogi es as an educational tool, etc.

In regard to the first two, which in the |anguage
traditionally used by the Joint Governnent-Private Sector
Commttee of Experts on Electronic Commerce correspond to
the issue of "governnment as nodel user," several inportant
advances were nmade. In the first phase, all entities of the
central governnent were to provide on-line information to
the public by Decenber 31, 2000. Two other phases are
pl anned: one to offer the public the possibility of
processing various transactions on-line (by Decenber 31,
2001), and the other, to process adm nistrative procurenent
on-line (by June 30, 2002). In addition, the governnent
port al www. gobi er noenl i nea. gov. co was desi gned and
i mpl ement ed.

Wrk is also under way to design a training project for
government enpl oyees on the use of information technol ogi es.

Significant progress has also been made on other fronts:
foreign trade formalities can be processed over the
Internet; and the submission of tax declarations, the
paynment of taxes admi nistered by the Directorate of National
Taxes and Custons, and tax w thholding at the source have
been authorized since 1999 through the Electronic
Decl arati on and Paynment System

Regar di ng access to i nformation i nfrastructure,
regul ati ons were defined for reducing the cost of access to
Internet, which now requires paynent of a basic telephone
rate of about US$8.00 per nonth. Bidding procedures for the
installation and operation of Internet access centers in
nunmerous nunicipalities of the country are noving forward,
as are those for the acquisition, installation and
mai nt enance of 650 conputer science classroons in public
school s t hroughout the country.

All of this is being done under a teleconmunications
policy that for vyears has sought to expand coverage,
noderni ze infrastructure and diversify the services
provi ded, as needed for the process of social devel opnent,
and for the liberalization, growth and internationalization
of the econony. These objectives have been pursued through
the follow ng nmechani sns: fostering conpetition, encouraging
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private sector participation, and strengthening public
enterprises. In this regard, Colonbia's teleconmunications
sector was one of the first in Latin Anerica to begin the
| i beralization process.

Wth regard to the regulation of electronic comerce,
Col onmbi a has had a law on this subject in effect since 1999,
which is based in large part on the Mdel Law on El ectronic
Commerce adopted by the United Nations Conmm ssion on
| nt ernational Trade Law (UNCI TRAL) .

The law on electronic commerce ains to ensure the
integrity, reliability and security so critical for both
dat a nessages and el ectronic commerce, since they have to do
with operations and transactions conducted electronically
between parties, through telematic networks (open or
cl osed), involving no direct or physical contact between the
parties.

Digital signatures, digital certificates and t he
certification services provided by certification agencies
are tools that will provide security to the data nessages

used in conpleting a given action or business transaction.

Decree 1747 of Septenber 11, 2000 is a regulation of the
| aw that governs certification agencies and the certificates
t hey i ssue.

Certification Entities are |legal persons, notaries or
consuls, who are authorized primarily to issue certificates
relative to digital signatures, authenticate signatures in
connection with comuni cations based on digital signatures,
and carry out sone other related tasks.

The decree identifies tw types of certification
agenci es; both of which nust be authorized by the Ofice of
t he Superintendent for Industry and Conmerce:

« Closed: those that provide services to a closed circle
of persons (i.e., a bank and its clients)

+  Qpen: those that provide services to the general
public

In the case of closed agencies, the requirenents of the
Superi nt endent are m ni mal , primarily because t he
responsibility they assune for the certificates they issue
is mnimal.

The principal requirenments for accrediting an open
certification agency are: a mninum equity capital, a
guarantee from an insurance agency or establishnment of a
trust contract having autononobus equity, in order to cover
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possi ble damages caused in the performance of their
activities.

There are also sonme infrastructure and resource
requirenents, as well as certain security procedures and
systenms required for qualifying that the systemis reliable
in the exercise of its activity.

Foreign certification agencies nust accredit a domcile
in Colonbia even if their infrastructure is abroad.

The decree also establishes a series of duties of the
certification agencies in order to ensure that they carry
out their activities in the best possible manner.

On another level, in md-2000, a plan of action was
| aunched to foster electronic comrerce, the aimof which is,
anong other things, to generate trust and raise the
awar eness of consuners, businesses and various government
sectors regarding the advantages offered by electronic
commerce, in order to foster an increased use thereof.

In this connection, it is worth noting that steps are
being taken to provide small and nediumsize enterprises
(SMEs) with training in electronic conmerce and wth soft
credits so as to encourage them to acquire information
t echnol ogy.

Simlarly, i ntellectual property and copyri ght
| egislation are being revised to ensure suitable protection
of transactions in electronic commerce; consumer protection
regul ations are also being adjusted, in order to ensure that
on-line consuners receive appropriate protection.

COSTA RI CA

For about two years now, Costa R ca has Dbeen
inplenenting a variety of technology-based devel opnent
initiatives focused on three key areas: (i) New Society;
(iit) New CGovernment; and (iii) New Econony. These, in
turn, are founded on the three basic pillars of electronic
commerce developnent in Costa Rica, nanmely education
tel econmuni cations and infrastructure, and regul atory
f ramewor k. E-commerce thus forns part of Costa Rica's
gl obal devel opnment strat egy.

The leading projects currently being undertaken
include: the Teacher Training Center (CEFOF); the recent
Digital Signature Bill, which is intended to give |egal
force to the electronic signature and electronic docunent,
and to regulate accreditation and certification activities;
projects to open up the Internet market and the new high-
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speed network being devel oped by the Costa Rican Electricity
Institute, the national telecons services provider (National
| nt erconnecti on Program "Border to Border").

A variety of intellectual property |aws have been
passed recently wthin Costa R ca's basic regulatory
framewor k, which protect IP rights in the e-commerce domain
These include ratification of the WPO Copyright Treaty
(WC), and the Law on Procedures for Enforcing Intellectua
Property Ri ghts.

The governnent and the private sector are also
undertaki ng several other major technol ogy-based devel opnent
initiatives. These include: the Digital Government Ofice,
whose overriding goal is to provide guidance for nationa
strategy in the “new governnment” area; the “free e-mail for
al | Cost a Ri cans” pr oj ect (costarricense.com and
correos.cr); the private-sector initiative to set up
speci alized human resource training centers and training
staff in the software area (CENFOTEC); the e-SMEs and
Cost aRi caMar ket pl ace. com project being developed by the
foreign trade pronotion agency, which seeks to establish a
forum for SMEs to take advantage of the benefits of
el ectroni c conmerce

Al of these initiatives aimto insert Costa Rica fully
into the new digital era and enhance the country's
devel opmrent by taking advantage of the opportunities
afforded by technology. This national strategy also ains to
expand Internet access to all Costa Ricans, and for firns,
school s, institutions and individual citizens to all becone
famliar with the use of e-conmerce and be able to share in
its benefits.

EL SALVADOR

The Governnent of El Salvador is carrying out an
econom ¢ and social reform program to achieve a fair and
faster economc growmh that wll achieve the devel opnment and
creation of the necessary wealth to inprovenent the quality
of life of all the people in El Sal vador and has, therefore,
signed an agreenent with the Wrld Bank for Loan | BRD nunber
3946 — ES, to finance the Technical Assistance Project for
| nproved Conpetitiveness. Wthin one of the conponents of
the Project, “Technol ogical Capacity”, the decision was nade
to support the integration of one of the fastest grow ng
ways of doing business in the last few years: Electronic
Commerce. Since very few enterprises within the country have
access to the internet, they have not been able to penetrate
this market and are, therefore, losing opportunities to do
busi ness. This assistance involves encouragi ng businessnen
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to enbrace these new technologies, training on their uses,
risks and benefits and the integration of businesses into
virtual sal es.

A legal framework, as well as an information nmechani sm
on the security of conmmunications, nust be established in El
Sal vador to stinulate electronic commerce and assure the
private sector that its business transactions on the
Internet remain totally secure.

Here are the objectives and actions in the *“Technol ogica
Capacity” conmponent part of the project presently being
devel oped in El Sal vador.

OBJECTI VES.
A. General .

1.1. Stimulate the devel opnent of electronic commerce in the
country through the national private sector by providing
consul tati on, t echni cal assi st ance, training and/ or
sem nars.

1.2. Pronote the dissem nation of the use of an Information
Technol ogy cul ture.

B. Specific.

2.1. Support the establishnment of the National Electronic
Commerce Wdrking Goups who wll define the guidelines,
policies and even the laws that will be the backbone and

stinmulus for the integration of the national private sector
into el ectronic comrerce.

2.2. Support the establishnment of virtual business sites
(electronic conmmerce) in at least three sectors of the
cl usters.

2.3. Support the creation of a local critical mass to
pronote the dissemination and establishnment of electronic
commerce in El Sal vador

ACTI ONS

There are four stages to the project:

1. General Incentive for the Use and Exploitation of
| nf ormati on Technol ogy.

The purpose of this stage is to support the dissem nation of
the use and exploitation of Information Technol ogy focusing
on the wutilization of the |INTERNET and targeting three
different groups in society:
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1. Smal | and Medium Enterprise (SME) businessnmen focusing
particularly on the businesses in the Custers.

2. Uni versity professors and students.

3. Pr of essi onal s.

2. Support the Establishnment of a General Environnent for

the I nplenmentation of El ectronic Conmmerce.

The purpose of this stage is to support the establishnment of
a global general environment for the inplenentation of
el ectronic comerce in El Salvador through point support in
the form of technical assistance and/or training by the
Wor ki ng Groups nmandated with its national devel opnent:

1. Worki ng G oup on Security.
2. Wirking G oup on the Legal Franmework.
3. Wirking G oup on Electronic Culture

3. Est abli shnent of Electronic Commerce in the Custers’
Enterpri ses.

The purpose of this stage is to support the establishnment of
el ectronic comerce in at |east three enterprises/sectors of
the Clusters, whether it be associative or through pilot or
key enterprises particularly for those sectors.

4. Fol | ow-up and Di ssem nation of Experiences.
The purpose of this stage is to continue to further the

est abl i shnment of electronic comrerce that would require the
foll owi ng actions:

1. The results achieved in electronic conmmerce by the
Program supported enterprises.

2. Testinoni al s of experiences learnt in the process.

El Sal vador, particularly in other areas, has very
progressive legislation for intellectual property that
provi des electronic comerce rights protection. Mor eover
El Sal vador has signed a nunber of international agreenents
to st rengt hen intell ectual property protection and

guar ant ees.

VEXI CO

Access and infrastructure
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Li beralization and deregulation are the basis for
I nternet devel opment and, as part of a telecomunications
sector devel opnent strategy, Mexico has undertaken the
following initiatives:

« Privatization of the state nonopoly, TELMEX, in 1990.
« Enactnent of the Federal Tel ecommunications Act in 1995.
« Creation of the Federal Tel ecomrunications Comm ssion as
an i ndependent regul atory body in 1996.
« Five (5) different conmmunications regulations are issued
bet ween 1996 and 1997.
1. Long di stance services;
2. International |ong distance services;
3. Local services;
4. Public tel ephony; and,
5. Satellite comuni cati ons.

These initiatives resulted in making the donestic
t el ecommuni cati ons  mar ket nore attractive to foreign
i nvestors and, consequently, Mexican consuners can benefit
fromthe investnents and new technol ogi es that they brought
in.

Mexico drew up and inplenented a sustainable long-term
process for regulatory reform in the telecomunications
sector. The transition from a state nonopoly to a market
econony was rapid in nost of the tel ecommunications sector,
whi ch consequently led to an inproved quality in services.
The TELMEX |icensing concession included very innovative
asymmetric regulations for its tinme.

The problem confronting Mexico is not a regulatory or
i beralization problem for access to the |ocal network, but
rather one of infrastructure investnment to increase
t el ephone owner shi p.

Smal | and Medi um Enterprises (SVE s)

The governnent of Mexico |ends support to the devel opnent
and integration of the SME's into the productive process
through the Sistema de Informaci 6n Enpresarial Mexicano
(SIEM (Enterprise Information System of Mexico). SIEMis an
informational, pronotional and consultative tool available
t hrough the Internet (

WWV. Siem gob. nx
) for the industries, businesses and services operating in
Mexico. It identifies the supply and demand of products and
services of the registered enterprises and therefore becones
a virtual business center. Simlarly, it provides an equa
pronoti onal opportunity to smaller enterprises in relation
to maj or industries.
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Certification and Aut henti cation

The private sector and the Congress of the Union worked
closely with one another to nmake the appropriate anmendnents
to the legal framework in order to provide a totally secure
environment for economc agents wshing to do business
el ectronically.

Those anendnents incorporate the principles of the
UNCI TRAL Model Law on Electronic Conmerce, the consuner
protection guidelines of the CECD and the |egal structure of
Mexi co.

The el ectronic comerce reforns were published in the
“Diario Oicial de l|a Federacion”(Oficial Gazette of
Mexi co) on 29 May 2000 and incl uded:

iv. Cuvil Mitters. The Parties signing an agreenent may

express their will or offer a good or service through
el ectroni c neans.
V. Pr ocedur al Matters. I nf or mati on gener at ed or

communi cated through electronic neans is recognized
fully as evidence.

vi. Commrercial Matters. The use of electronic neans is
recognized for the provision of goods or services
t hr ough el ectronic nmeans, and est abl i shes t he

obligation to retain the information whereby contracts,
agreenments or conmtnments have been signed giving rise
to rights and obligations, and that is generated or
transmtted through el ectroni c nmeans.

vii. Social Matters. The OECD guidelines for the pronotion
and protection of consuner rights covering transactions
made through el ectronic nmeans are included.

vViii. Adm ni strative Matters: Notifications, summons
i njuncti ons, requests for reports or docunents,
resolutions or pronotions made by individual persons
may be made through electronic neans. Certification of
the neans of identification is the responsibility of
each governnent agency or decentralized body in
accordance wth the Secretaria de Contraloria vy
Desarroll o Adm nistrativo (Departnment of Finance and
Adm ni strative Devel opnent) sti pul ati ons.

These refornms are <contained in a general I|ega
framework that legally recognizes transactions nmade through

el ectroni c means and provi des security and confidence to the
cConsuners.

Consumer Protection
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A reform containing five (5) regulations covering
el ectronic conmmerce was published in the Diario Oicial de
| a Federacion (Oficial Gazette of Mexico) on 29 My, 2000
that adds a chapter on electronic transactions to the
Federal Law for Consumer Protection and deals wth: i)
confidentiality in the handling of the information provided
by the consunmer to the supplier; 1ii) the supplier’'s
obligation to offer secure nethods to protect the
information provided by the consuner; iii) the supplier’s
obligation to provide to the <consuner, prior to the
transaction, his official busi ness address, telephone
nunbers and ot her neans that the consuner nmay need to submt
conplaints or request explanations; 1iv) the supplier’s
obligation to nmonitor the marketing practices ainmed at the
vul nerabl e sectors of society such as children, the sick and
the elderly; and, v) the inclusion of the violation of
specific consuner protection provisions in transactions nmade
through electronic nmeans as an offense wth its
correspondi ng sancti ons.

This reform contains the guidelines approved by the OECD
Commttee on Consunmer Policy in the field of electronic
commerce to pronote and protect consuner rights in such
transacti ons.

PERU

Access And Infrastructure

Peru nodernized the telecomunications sector in the
early 1990s wth the pronulgation of its Ley de

Tel econuni caci ones, which created an oversight body -- the
Or gani sno Super vi sor de I nversi én Privada en
Tel econuni caciones or OSIPTEL - that began supervising

private investnent in telecomunications in July of 1993,
replacing the the sector’s regulatory agency, the Conisidn
Regul adora de Tarifas de Tel econuni caci ones. Thi s change
represented a shift in thinking about the role of the State,
whi ch noved fromits position as nonopoly operator, to the
role of pronoter and regulator of the developnment of its
tel econmuni cations market wthin a framework of free
conpetition and retained the power to establish nechanisns
for the prevention of unfair business practices of any kind.

An essential requirement for the developnent of
electronic comerce is the existence of fully operational
conmmuni cations networks accessible to all. Users nust have
access to these networks through their own or a shared
(community Internet access point) system which enables them
to participate in electronic commerce. Wile fixed systens
predom nate for the Internet, the use of wreless technol ogy
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through traditional cellular telephones, radio bands and
satellite networks is recording rapid growh.

The fol |l ow ng measur enent s of access to
t el ecommuni cations infrastructure for purposes of electronic
commerce are based on a study carried out this year for APEC
by the Mnistry of Industry, Tourism Integration and
I nternational Negotiations (MTINC ), working in conjunction
with the Instituto Peruano de Conercio Electrénico (IPCE)

In Peru there are 6-10 telephone Ilines per 100
i nhabi tants. Between 1% and 25% of the popul ati on has access
to wireless digital conmunications systens. Only 1-5% of

Peruvians are able to access the Internet over wreless
digital systenms. On the other hand, 1-5% of the popul ation
currently has access to the Internet through the cable
net wor k.

It is well established that electronic commerce has a
greater need for bandw dth than traditional telephony. In
this respect, in Peru the average speed of connection
available to non-comercial wusers is less than 56 Kbps,
whereas the average for comercial users is between 56 and
384 Kbps, with maxi num speeds of 1.6-4.5 Mps. Meanwhil e,
the maxi num speed of connection for those with wreless
access to the Internet is under 56 Kbps.

Households wth Internet service, as well as sone
busi ness users who access the Internet through dial-up
connections, pay two types of fees: those charged by their
| SP and those generated by telephone charges for |Internet
traffic. The ISP fees are intended to cover the cost of
I nternet access. These fees are not subject to regulation
since there is unrestricted conpetition in the Internet
access market.

The Internet traffic fees are designed to cover the
cost of the neans used for connection with the |ISP. Non-
dedicated traffic nust pay a per-mnute fee, whereas
dedi cated traffic is charged a fixed amount. These fees are
i kewi se determ ned by the market since the |ocal telephone
conpani es and | ocal carriers have al so been deregul at ed.

Analysis of the reliability of Peru' s infrastructure
shows a break-down rate of less than 2% with respect to
failure of dial-up connections, whether due to busy signa
or interruption. At the sane tinme, the ratio for |oss of
data packets is |ower than 5%

Market conditions for infrastructure services and
termnal equipnent require a breakdown according to the
soci o-economc level of the population. Some 97% of
individuals in socio-economc levels "A" and "B" own a
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t el ephone, 48% own a conputer, and only 18% have access to
the Internet from their hone. O those in socio-economc
level "C', 65% own a telephone, 5% have a conputer, and
virtually none has Internet access. Finally, in levels *“D'
and "E', 22% have a telephone, only 1% own conputers, and
none has access to the Internet.

Less than 5% of the popul ation at |arge have a cellul ar
tel ephone. By contrast, approximately 89% of Peruvians own
tel evision sets — hence the devel opnent of new technol ogi es
for Internet access by this neans. In fact, the cable
television network has turned itself into an inportant
medium for access to the Internet through a series of
nmeasures to upgrade its network and termnal equipnent.
Simlarly, a series of upgrades and the addition of special
equi pnent to the tel ephone network have enabl ed that nmedi um
to offer ADSL service

It is inportant to note that in 1999, the percentage
increase in Internet traffic outstripped the rate of growth
intraffic on the public switched tel ephone network (55% vs.
30% . The inplication is that individuals are intensifying
their use of the Internet. Further proof of this may be seen
in the increase in subscribers’ time of connection, which is
currently bordering on 13 hours per nonth.

It is worth noting that the Internet user base consists
primarily of individuals with dedicated connections, rather
than household users who access the Internet by neans of
di al -up connections. This user base is nade up of persons
enployed by public and private agencies, educationa
institutions and wuniversities, as well as individuals
operating through community Internet access points, all of
whi ch have dedicated Iines linked directly to the Internet.

The community Internet access points are an exanple of
consuner |inkage to the information highway. The nunber of
I nternet access points of this type in Peru is grow ng and
currently stands at approximately 600. The cost for one
hour’s connection in a comunity Internet access point
varies between S/.2.5 and S/. 4. (US$ 0.70 and US$ 1.15).

The estimated nunber of Internet portals is around
1,600. It is worth noting that this market is in a highly
conpetitive phase at the nonent, and consuners are therefore
benefiting from reduced prices and a variety of pronotional
of fers.

The placenent in operation of the Peruvian Network
Access Point (NAP) neans that local Internet traffic between
the different supplier firnms will no |onger pass through the
international link, but rather will be managed locally. This
will speed up internal comunications and access to the
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resources on |l ocal servers (Wb pages, databases, etc.). The
NAP is admnistered by a totally neutral and non-profit
entity whose sole objective is to pronote devel opnent of the
t el ecomuni cati ons sector. The creation of Peru's NAP w |
greatly inprove the system and result in nuch faster
service. Wth the signing of this inportant agreenent, Peru
becomes the fifth country in Latin Anerica to obtain this
system (the others are Colonbia, Argentina, Chile and
Brazil).

Peru still |acks the resources needed for investnent in
this sector to ensure adequate infrastructure for
information technology and electronic comerce. It is

equal ly inportant to point out that the |evel of know edge,
awareness and dissem nation of electronic comerce and
information technology is unacceptably low It is wdely
felt as well that one of the obstacles to the devel opnent of
el ectronic commerce in Peru is the lack of high-speed
digital systens at accessible prices.

Strategies are needed to encourage nore w despread use
of and access to the Internet by facilitating and overseeing
free conpetition; devel oping other neans of access (expanded
use of the spectrum); pronoting access pricing based on
costs and the nature of the demand; providing training and
rai sing awareness of the service; developing strategies for
ensuring nor e wi despr ead know edge of i nformation
technol ogi es, telecomunications and electronic comerce;
connecting to universities and public schools, and thereby
pronoti ng di stance | earning.

Smal | and Medi um Si zed Enterprises

The New Econony has the wonderful capacity to reinforce
the conpetitive potential of all enterprises, but nost
especially those in the SME category, and to narrow the gap
bet ween these and the larger firnms. Peru's SMES, with their
highly flexible and non-authoritarian organizati onal setups,
have the ability to assimlate and exploit the new
technol ogies and incorporate innovative processes to nake
them nore efficient. Their mgjor disadvantage is that the
l[imted financial resources available to SMEs do not permt
themto gain access to information technol ogy.

Peruvian SMEs suffer from a further disadvantage in
that they are traditionalists: the business conmunity in
general 1is reluctant to adopt new technologies for the
sinple reason that Peru lacks a tradition of welcomng
i nnovat i on.

Wre the SMEs to enbrace the adoption of new
technologies, which are the cornerstone of electronic
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commerce, they could easily streamine their processes, take
better advantage of their market niches, and find many new
commercial opportunities around the world, aided by their
i nherent structure and flexibility.

However, the SMEs face two serious limtations in this
area: (a) the traditionalist mndset of its business sector,
and (b) the costs involved in inplenmenting technol ogical
sol utions.

In Peru, the institution <charged wth pronoting
devel opment of the SMEs is the PronPynme, a government agency
t hat provi des business advice for microenterprises and snal
firms, registers these enterprises and is responsible for
pronoti ng demand for their products and services, which may
include putting them in contact with potential clients and

hel ping them participate in governnment tender calls. In
terms of the Internet, this agency is about to launch its
Web page, which will facilitate consultation and access to

its database, and pronote the use of conputerized nmethods in
t he managenent of the country’'s SMEs.

Another entity wth a nmandate to foster acceptance of
el ectronic commerce and its related procedures is the
Instituto Peruano de Conmercio Electronico (IPCE), which
provi des advisory services in this area and pronotes the use
of on-line paynent nethods and the conduct of business over
electronic nedia. IPCE is responsible for generating
informati on on the devel opnent of el ectronic comerce in the
Peruvian context. As an institution created especially to
deal with e-commerce, it is available to answer questions
from SMES on diverse matters related to trade over the
Internet. By visiting its Wb page (www.ipce.org.pe), it is
possible to obtain a variety of data that will be of great
use to this type of conpanies.

An i mport ant part of | PCE' s mandat e rel ates
specifically to allaying the natural fear felt by
individuals and corporate persons in particular, when
applying electronic solutions for the first tinme. In this
way, |PCE strives to change the thinking of the operators of
SMEs to ensure that they do not mss the opportunity of
tapping new markets, or get left behind in the global
econonm ¢ devel opnent which is today designed to take
advant age of this method of doi ng business.

Another limtation on the ability of Peruvian SMEs to
take part in electronic commerce is the cost of inplenenting
t echnol ogi cal sol utions. SMEs have only limted resources
to spend under this heading, which seriously restricts their
access to the necessary hardware and software, and their
ability to nmeet the need for personnel trained in this area.
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Accordingly, private enterprise has taken a |eading
role in the devel opnent of electronic conmerce anong Peru’s
SMEs. There are now a nunber of large conmpanies in this
mar ket offering global solutions designed specifically for
SMEs. These solutions range from consulting, sales and
provi sion of integrated technol ogy services, to the hosting
of afirms Wb page to help it devel op el ectroni c conmerce.
In a further step, nmany SMEs have opted to engage an
external provider to take over the entire electronic process
at a cost that is significantly Jlower than that of
devel oping a conplete solution within the firm

O her SMEs have chosen to join the recently created e-
Mar ket pl aces that have sprung up under |arge-scale private
sector initiatives in Peru, which not only advertise them as
suppliers to potential clients but also permt SMES to post
nore details and information about their firms, and in sone
cases even catalogs showing the products that the firm
sells. There is a growing belief that these e-Marketplaces
will in future becone the preferred platform for conducting
busi ness anong |arge conpanies and SMEs alike, as well as
between the two. Under the heading of inter-firmelectronic
transactions, novel forms of paynent designed specifically
for the business sector have been developed in Peru --
including electronic transfer of funds -- which the SMEs can
put to great advantage.

Most of Peru’s SMEsS have yet to see the Internet as a
market in which to develop sales, or as a plataform from
which to search for new business opportunities. Many SMEs
think that sinply having a presence on the Internet wl
suffice, and while this is a good first step it neans that
they are mssing an excellent opportunity to expand their
business. It is here that the above-nentioned institutions
can be of assistance. However, the future of Peru' s SMEs
remains promsing in any case, owng to the high |evel of
vitality and flexibility in this sector. Electronic conmerce
will provide great benefits for Peruvian SMEs at reasonable
cost established by the market itself, enabling themto reap
t he benefits of operating on a nodern, efficient, global and
profitable nedium which, noreover, represents the future
mar ket pl ace for businesses ained at the consuner, as well as
for transactions between the firnms thensel ves.

On-1ine Paynent Systens

A crucial factor for the developnent of electronic
commerce in Peru is the creation of fornms of paynment that
make it possible to carry out transactions on |line.
Consi dering the B2C experience, statistics show that the
met hod of paynent preferred by Internet users is by credit
card. Unfortunately, Peru does not have the critical mass of
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cardhol ders needed for extending electronic conmerce to the
majority of its inhabitants. Only 2% of Peruvians own a
credit card, which nmeans roughly 500,000 individuals. This
is due to the stringent requirements for obtaining credit
cards through any of the comercial banks, nmaking them
i naccessible to the great majority of Peruvians.

This has led Peru’ s private sector financial institutions
to devel op creative nethods for pronoting the use of on-line
transactions through ingenious alternatives which are very
popul ar with the public, and which denonstrate the desire of
Peruvi ans to make purchases on line. The solutions adopted
by these private sector institutions to strengthen
el ectronic commerce in Peru include debit, comercial credit
and special prepaid Internet cards, cash paynent and
el ectronic transfers.

The Instituto Peruano de Comercio Electroénico (IPCE)
as the agency responsible for pronoting the use of
el ectronic comerce in Peru, has determned that 12% of
Peru's Internet wusers have nmade at |east one on-line
purchase. Wth respect to paynent, |IPCE found that the
met hods of paynment preferred by Internet users in Peru are:
credit cards (37%, prepaid cards (24%, cash (17%, debit
cards (12%, electronic transfer of funds (5%, and none

(5% .

Debit cards are held in much greater nunbers than in the
case of credit cards, with sone 8% of the popul ati on owni ng
one — which nmeans that 2,000,000 of these cards have been
i ssued. Many of Peru s virtual stores have begun to accept
this nmethod of paynent given its great popularity with the
Peruvian public, no doubt due to the mninmal and sinple
requi renents for obtaining one.

Conmrer ci al credit cards for use in specific
establishments are in great demand in Peru, far exceeding
the quantity of ordinary credit cards held by Peruvians and
nearly equaling the nunber of debit cards in circulation.
This has led these establishnments to seriously consider the
possibilities of the Internet as an additional distribution
channel with a built-in market consisting of a |arge nunber
of potential clients. In the next few years, nore
establishments that issue their own credit cards are
expected to begin wusing the Internet as an additional
market, and to inplenment their own nodels of electronic
commer ce

Prepaid cards provide an excellent exanple of the
creativity shown in designing solutions that pronote public
access to electronic commerce. A private sector initiative
is now underway in Peru to pronote electronic comrerce by
nmeans of prepaid cards, which are used |like credit cards and
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may be accepted in other countries as well. Oher projects
i nvolving the use of prepaid cards are schedul ed to begin as
well, so that the volune of e-comerce transactions is

expected to rise in Peru. A survey conducted by the |PCE
found that 85% of the country’s Internet users are wlling
to purchase a prepaid card for use in on-line shopping.

COD paynent in connection with electronic comerce is a
solution adopted in very few countries (anong these, Peru)
since this nethod runs contrary to the very nature of e-
commerce transactions in that it does not involve imediate
on-line nonetary conpensation. Neverthel ess, cash paynent on
delivery is wused by many virtual businesses because it
provides a |arger base of potential clients. Transactions
involving this nethod of paynent are expected to decline in
future

El ectronic transfers, the nethod of paynent |long used in

the banking sector, is currently being adapted for B2B
transactions in Peru, and is specifically aimed at the
busi ness sector. There s already a private-sector

initiative wunderway in the Peruvian market which wll
provide a platform for paynent under an exclusive neans of
joining the Wb pages of the businesses involved in the
el ectronic transfer process, offering SMEs the opportunity
to becone nore conpetitive in the New Econony through
increased efficiency, both in their paynents and in
col l ection of anpunts due.

An el ectronic cl earinghouse, the Camara de Conpensaci 6n
El ectréonica, is also being created in Peru to link the
financial system by neans of an interbank network capabl e of
effecting electronic transfers between the country’s various
financial institutions. This platformw |l accombdate both
the B2B and B2C electronic commerce nodels since it wll
permt automation of paynents and collections in the
busi ness sector, including paynent of suppliers and enpl oyee
wages, as well as facilitating automatic debiting and
paynents by individuals in virtual stores, with the option
of chargi ng such paynents to a specific bank account.

Li ke people everywhere, Peruvians are reticent to nake
on-line purchases. In the end, this comes down to a question
of confidence and the security of the paynent nethod. To
of fset the problemof |ack of confidence, it is necessary to
resort to guarantee agencies; ensuring that the paynent
method is secure requires reliance on security protocols.

The SSL (Secure Socket Layer) protocol has been the
predom nant security system used in Peru since the arriva
of browsers incorporating this encryption protocol, which
permts the transfer of data encrypted by an al gorithm such
that the contents of the paynent nessage (e.g. a credit card
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nunber) is wunintelligible until it reaches the original
receiver.

In February 2000 the SET  (Secure El ectronic
Transaction) security protocol was |aunched in Peru. Devised
under a joint private sector initiative, this protocol has
greater encryption  power and is also capable of
aut henticating the entities and individuals taking part in a
transacti on.

The status of electronic comerce in Peru is rising
rapidly, and to reinforce this trend the private sector and
various institutions are pronoting the advantages of its
paynment nethods, security and node of application. Peruvians
in ever increasing nunbers are able to nmake purchases over
the Internet, and those on-line businesses that offer nore
paynent options wll see a significant increase in the
nunber of their potential clients.

Certification and Aut henti cation

Peruvian |legislation has been updated this year wth
the addition of new provisions and anmendnent of existing
| aws, creating a legal framework within which to pronote the
country’s el ectroni c busi nesses.

Under the heading of certification and authentication in
the transm ssion of data nessages, Peru already has an act
governing electronic signatures and certification (Law
27269: Ley de Firmas y Certificados Digitales). The
regulations to inplement this act are currently being
draft ed.

Readers will find the text of Law 27269 on the | PCE Wb
page (www. i pce. org. pe).

This law permts the use and validation of digital
signatures in Peru, according them the sane validity and
legal effect as a handwitten or hol ographic signature,
provided that the digital signature neets integrity and
aut hentication requirenents and i s not repudi ated.

The Peruvian system is based on Certification Bodies
(CBs), Registration and Verification Bodies (RVBs), and the
Conpetent Adm nistrative Authority.

A Certification Body is responsible for issuing and
admnistering digital certificates, and may also carry out
the functions of registration and verification.

CBs nmay delegate the authority for registration and
verification to other entities by agreenent. Thi s
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distinction was introduced so that foreign CBs would not
necessarily have to establish a physical presence in the
country, but rather could del egate the verification function
to local entities under outsourcing contracts.

Regi stration and Verification Bodies (RVBs), whether
they work for foreign or Jlocal CBs, are charged wth
verifying the information in applications for digital
certificates supplied by natural or juridical persons. Based
on its verification and subject to the information provided,
the RVB advises the CB whether or not to issue the
respective digital certificate.

The third elenent in this systemis the State which,
acting through the Conpetent Adm nistrative Authority (CAA),
oversees devel opnent of the digital certification market by
controlling registration of CBs and RVBs. The CAA is
responsible for ensuring that the CBs and RVBs neet
international standards and the commtnments made in their
Decl arations of Certification Policies. The Authority also
recommends adoption by the nmarket of new technology
standards applicable to digital signatures and any other
form of electronic signature, provided that it neets
integrity and authentication requirements and 1is not
r epudi at ed.

This law permts free conpetition in the digita
certification market by not discrimnating between digita
certificates issued by Peruvian Certification Bodies and
t hose issued by foreign firns.

The regul ations currently in preparation will establish
a regulatory structure that recognizes the electronic
signature regime in general (Principle of Neutrality), as
wel | as devising a specific reginme for digital signatures.

In the case of digital signatures, that structure is
made up of the CBs, RVBs and CAA, as well as the hardware,
software and procedures that incorporate the provision of
digital certification service.

The |aw recognizes that a document bearing a digita
signature has probative value between the parties, but does
not ensure the legal validity of the contents of the nessage
whi ch, depending on the type of instrunment, nust be prepared
by a notary public or other legal authority, and in
accordance with specific |egislation governing each case.

Finally, the |law seeks to deal with the framework for
representation in the —case of juridical persons.
Specifically, it seeks to provide a nechanism by which
juridical persons may cancel certificates issued for the use
of their enployees in representing them such that they may
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revoke such powers in the sane way that this is done in the
real world.

To acconplish this, a distinction is made between the
hol der of a digital certificate and the user of the digital
signature. In the first case, it is the organization which
acquires the certificate, and which, as the owner of sane,
may request its cancellation when it sees fit. And in the
second case, the wuser is a natural person to whom the
organi zation gives the digital certificate so that he/she
may create the correspondi ng user code and apply a digita
signature to dat a nmessages as part of hi s/ her
representation, and wthin the framework of the powers
assigned to that individual.

Source: Instituto Peruano de Conerci o El ectronico (1 PCE)

UNI TED STATES

Access and Infrastructure

U.S. national experience denponstrates that conpetition
is the nmeans to achieve wdespread availability of
t el econmuni cati ons and i nformation servi ces. The
Tel econmuni cations Act of 1996 provides for accelerating
depl oynent of telecomunications networks by opening all
t el ecommuni cati ons markets to conpetition. The framework
has spurred investnent in broadband networks and services by
all industry segnments wusing a variety of technologies
including tel ephony, cable TV, terrestrial, fixed, nobile,
wireless and satellite. It also requires the Federal
Communi cati ons Commi ssion to ensure that all regions of the
nati on have access to advanced telecomunications and
i nformation services.

As a result of the Telecomunications Act and other
policies that encourage conpetition, the availability of
t el econmuni cati on services throughout the U S. has inproved
and costs are |ower. This has stinulated Internet usage,
| ocal content devel opnent, and e-commerce — which in turn
stimul ates further i nvest ment in t he e- comrer ce
infrastructure and feeds into the growmh cycle. In the
US., flat-rate prices for |ocal tel ephone service and fixed
rate pricing for Internet access have also significantly
i ncreased both the nunber of individuals online and the tine
each user spends onli ne.

Anot her key conponent of Internet availability in the

U S is conpetitively priced | eased |lines for businesses and
I nternet Service Providers (ISPs). These lines are vital to
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Internet Service Providers in connecting to the Internet
backbone. They also help firms integrate their supply
chains to efficiently reach their custoners.

The U S. has adopted nunerous prograns to make
t el ecomuni cati ons and information services avail able to al
sectors of the population, bridging the “digital divide”in
under served areas. Progranms include the e-rate program
which has led to the connection of classroons and libraries
to the Internet, Community Technology Centers, and the
Departnment of Agriculture’s Rural Uilities Service (RUS)
which has facilitated the flow of teleconmunications
investnment to rural Anmerica.

Smal | and Medi um Si zed Enterprises

The U. S. CGovernnent has nade access to e-commerce for
smal |l and nedium sized enterprises a high priority and is
taking steps to address key obstacles to SME participation
in e-commerce by devel opi ng export transaction tools to help

conpanies sell internationally and naking all related
federal governnment progranms and products avail able through
the Internet. U S. government efforts to help SMEs get

online include the use of virtual trade shows, software
toolkits, training progranms, and e-conmerce counseling.
Exanpl es i ncl ude:

C ww. USATrade.gov - U.S. Commercial Service web site
offering access to a variety of resources for SMEs seeking
to export and to participate in e-conmerce;

C E- EXpoUSA. doc. gov - on-line virtual trade show
featuring electronic trade |eads, international exposure,
and nul ti medi a;

C I nfotechlink.com - targeted to global buyers of
i nformati on technol ogy products and servi ces;

C Manufacturing Extension Partnership (MEP) - helps
smal | er manufacturers beconme export ready and will focus on

applying e-commerce solutions to export counseling for
manuf act ur er s;

C | T Managenent Planning Tool - software tool that hel ps
SMEs assess and manage their |IT infrastructure and analyze
t heir e-busi ness readi ness;

C G obal Technology Network (GIN) www usgtn.org - a
network of donestic and international partners that assists
U S. small and nmedium size firnms seeking access to energing
overseas markets.

Paynment Systens

The existence of efficient and secure donestic
paynents, clearing, credit and insurance systens has been
critical to the rapid devel opnent of electronic comrerce
within the United States. Policies which foster flexible
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i nnovative approaches spurred the developnent of this
financial services infrastructure, enabling whol esale and
retail businesses to nove their B2B and B2C marketing and
sal es onto the web with m nimal concerns about conpleting or
insuring the financial portion of the transaction.

In the US., credit cards are the primary nethod of
paynent for online purchases and their w de acceptance is
propelling the US. toward a nore cashless society. It is
estimated that of the 14 mllion nmerchants worl dw de that
accept paynment cards, over 3.3 mllion are in the US.
Consuner paynment cards are held by over 75% of US.
consuners, wth nore than 80% of them
havi ng used their cards in the past nonth.

While in the United States credit cards are the primary
tool for electronic paynment, throughout nuch of the rest of
the Hem sphere, systens based on credit cards are wdely
perceived to be inadequate as they are unavail able for many
pot enti al e-comerce consuners in the Anericas and
relatively expensive for snmall and nediumsized business,
including retailers. Al though these inpedinents are seen to
be less daunting in the US., for B2C e-comerce and sone
SME applications, U S. banks and other conpanies are
creating novel approaches to supplenent traditional paynent
nmet hods. These include e-commerce charges and paynents
incorporated into existing utility bills, taking advantage
of existing credit relationships; use of debit cards; new
paynent technol ogi es such as bar code scanning, smart cards,
electronic wallets and cellular telephones; deploynent of
new security technologies; and prepaid cards with smal
anounts of purchasing power for citizens who | ack access to
traditional credit.

Historically in the U S., banks have been the main
actors in the paynent systens field because of the
preponderance of cash transactions and the nenbership
requirenents of «credit card associations. New entrants
utilizing electronic paynent approaches described above are
increasingly able to add unique solutions and value to the
paynents system and new opportunities for adding value are
bei ng created such as person-to-person m cropaynents (P2P)

These new services are being offered in regulated as
wel |l as unregul ated industries in the U S., creating useful
conpetition as well as new chall enges, raising issues which
today are being addressed by governnment, industry and
consuners.
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Aut henti cati on

The evolution of U S. |laws denonstrates the inportance

of technology-neutral legislation that respects private
parties’ freedom of contract and does not mandate |icensing
of CAs. In 1995 the state of U ah enacted a technol ogy-

specific law that gave legal effect only to digital
signatures and required certification entities to be

I i censed. Its bur densone requirenents on bot h
aut hentication and licensing caused it not to be used as a
nodel . O her U S. states, seeing the inadequacies of the

Ut ah nodel, devel oped their own, often quite different |egal
rul es.

The divergence of approaches, and the threat of
i nconsi stency anong the laws of the 50 U.S. states, led the
Nati onal Conference of Conm ssioners on Uniform State Laws
in 1999 to develop the Uniform Electronic Transactions Act
( UETA) . UETA gives legal effect to electronic signatures
and docunents, but it does not favor any particular
technology, nor does it provide for the Ilicensing of
certification entities. The sanme concern about divergent
approaches caused the U S. Congress, in June 2000, to enact
the Electronic Signatures in d obal and National Comerce
Act (E-SIGN). Li ke UETA, E-SIGN provides for |egal
recognition of electronic signatures and docunents, and does
not extend presunptions or other |legal benefits to one
specific authentication technol ogy. Mor eover, E- SI GN
preenpts state laws on electronic transactions, other than
UETA, unless they are consistent with the Ilegal rules
prescribed in E-SIGN. Thus, state |laws are now superseded
to the extent that they give benefits to a particular
t echnol ogy. Both statutes also inportantly respect party
autonony and give recognition to the acts of electronic
agents. In addition, neither E-SIGN nor UETA provide for
the licensing or accreditation of certification service
provi ders.

The U.S. is actively participating in work conducted at
the international level. The National Law Center for Inter-
Anerican Free Trade (NLCITF) is in the process of devel oping
nodel rules for electronic signatures and docunments (titled
the Uniform Inter-Anerican Rules for El ectronic Docunents
and Signatures (U AREDS)) t hat enbody these policy
recommendati ons.

Consuner Protection
The U.S. favors an approach to consuner protection in
the online environment that is based upon industry self-
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regul ation, enforcenent of existing l|egal protections and
refining existing consumer protection |aws where necessary
to acconmmpdate the unique characteristics of the online
environment. The Departnent of Commerce is working with the
private sector to devel op consunmer awareness canpaigns and
to encourage industry efforts to help consuners resolve
conpl aints about online purchases and to achieve effective
consuner protection online.

The Federal Trade Comm ssion (FTC) has taken the
of fensi ve agai nst m sl eading and deceptive practices online
t hrough systematic analysis of the marketplace; ri gorous
enforcenment of existing |aw, encouragenent of industry self-
regul ati on; education of the consuner and business; and an
i nclusi ve approach to policy making. The FTC Act generally
prohibits unfair or deceptive conmmerci al practices,
i ncluding practices online. By the end of 2000, the agency
had already brought 165 cases against 562 defendants for
vi ol ations of the FTC Act onli ne.

The FTC systematically anal yzes consuner conpl aint data
to identify and target the nobst serious cases of fraud,
deception, and identity theft, coordinate |aw enforcenent
efforts, and respond quickly to energing problens. Fraud
conplaints becone part of the FTC s Consuner Sentinel, an
international, nulti-state database that uses the Internet
to provide secure access to over 250 law enforcenent
agencies in the U S., Canada, and Australi a.

Law enforcenment officials around the world have
recogni zed the need to cooperate and share information and
experiences. The U.S. signed cooperation agreenents in 2000
wi th consuner protection agencies in Australia and the UK
and s pursuing cooperative arrangenents wth other
countries as well. The vyear 2000 culmnated with an
announcenent of a global |aw enforcenent project, involving
251 actions against online fraud taken by agencies from 9
countries and 23 states. The U S. has al so been active on
the OECD Committee on Consuner Policy which issued
guidelines that set forth general principles intended to
help elimnate sonme of the wuncertainties consuners and
busi nesses encounter when buying and selling online. These
gui del i nes encourage private sector initiatives that include
partici pation by stakehol ders including business, governnment
and consuner representatives, and enphasize the need for
cooperati on anong governnents, business and consuners.

URUGUAY
l. ACCESS AND | NFRASTRUCTURE
PRQIJECT MERCURI O
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The basic objective of this project undertaken by the
Nati onal Tel ecommunications Adm nistration (ANTEL) is to
ensure universal access to Internet in Uruguay.

To this end, the project will provide each ANTEL client
(i.e., the wusers of fixed telephony services, currently
nunbering around 1,100,000) wth a termnal or simlar
device yet to be defined, under very affordable ternms. This
will enable ANTEL's clients to sinultaneously have access to
Internet (through the IP National Network) and make use of
t el ephone servi ces.

An ANTEL portal wll be situated on the |IP National

Net work, which w Il host public and private sites and the
Adinet mail services. Under this project, Adinet mail wll
be provided to all clients. Uruguay would be the first

country in the world to undertake a project of this nature,
having as it does certain basic characteristics favorable
for such a project, including:

- a scale or size suitable for inplenmenting such a
project, enabling investnments to be highly effective, a
goal not feasible at other scales

- suitable infrastructure: Uruguay is the first country
in the Americas to have a 100% digital network. Its
data network provides the greatest coverage with a
variety of state-of-the-art technol ogies and the best
prices in the region.

WHAT ARE | TS PRI NCl PAL OBJECTI VES?

« To provide universal access to Internet (enabling all
ANTEL clients to access the “Uruguayan network” and the
“world network”), wthin a period of approximately 3
years.

« The *“second telephone Iline” project. (The Mercurio
project will make it possible to sinultaneously connect
an Internet access terminal and a fixed telephone by
means  of vari ous technol ogi cal access mechani sns,
i ncludi ng LMDS, ADSL, E1, nx64, etc.)

« To stinmulate the developnent of local content (both
public and private), enabling content providers to supply
information to all ANTEL clients. These wll Dbe
accessible to both residents in Uruguay and to users in
any part of the world.

« To significantly increase the bandw dth throughout the
network (in line with the growng needs resulting from
increased traffic).

« To bring about an overall reduction of costs

« To foster the devel opnent of |ocal and gl obal content

« To host web pages

- To provide access to investors as potential “partners”
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« To increase business opportunities for software supplier
conpani es

« To increase business opportunities for hardware supplier
conpani es

« To stinulate local and world information technol ogy

« To increase the volunme of tel ephone traffic

« To increase the volunme of data traffic

WHAT W LL MERCURI O OFFER?

In essence, the Mercurio project will offer packages to
fixed telephony wusers, including a device for accessing
Internet and the access technology at a reduced cost. The
packages will be tailored to the different profiles of the
clients, and the access device will vary according to the
profile. To begin wth, three likely Internet access
devices are being considered: PC, Internet navigator, and a
sinple, customdesigned termnal. These devices will make it
possible to provide services to different segnents of
clients: those interested in having all conputer-related
facilities and those who are not as famliar with the use of
a PC but whomthe project ains to keep invol ved.

In addition to the devices and the access technol ogy,
Mercurio will offer web pages through its portal, which wll
be designed in due tine. Briefly, the portal will have a
virtual canpus linked to education, electronic nmail and all
the web pages that spark a deep interest in users.

Uruguay's National Conmmttee on the Information Society
was created by decree on August 8, 2000 (Decree N 225/00)
for the purpose of establishing a national strategy, a
nati onal response to the profound and radical changes that
new technologies are producing in the econony, trade,
culture, work, health, education and even in how |eisure
time is used throughout the world.

This strategy is described in an Agenda entitled
“Uruguay on the Net” which nust be translated into concrete,
rapid and effective action at di fferent | evel s of
i npl enentation, involving the |owest investnent possible in
bureaucratic expenses and addressing the time factor, which
is key to all that has been called the New Econony.

[11. NATIONAL COMM TTEE ON THE | NFORVATI ON SOCI ETY

The priority objective of the National Conmttee on the
I nformation Society is to work on the basis of an Agenda for
the developnent of the Information Society (Uruguay in
Net wor k), taking action in five Wrking Areas:

1) TELEMATI C LI TERACY:
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Know edge regarding information and communications
technologies (ICT) nust be the heritage of the entire
soci ety. The work to be undertaken through this Wrking
Area wll address the new role of educators, the structura
changes needed, and the organization of education as a key
conponent for building the Information Society (IS).

Initiatives:

« Devel op nechanisns for adapting curricula on an ongoing
basis in order to incorporate ICT (primary, secondary,
techni cal, university education)

« Provide training to the corps of educators in how to use
ICT in their teaching activities

« Study the devel opnment of curricula for the new
prof essional profiles required by the IS.

« Foster the use of new study technologies, through the
creation of nultinmedia web pages

« Ensure accessibility for all citizens

3) DEVELOPMENT OF TELEMATICS SERVICES FOR Cl TI ZENS AND
BUSI NESSES

The devel opnent of telematic services for citizens and
busi nesses nust not contribute to increasing the gap between

those who have access and those who do not. It wll be
necessary to stinulate universal access to the Information
Soci ety, primarily t hr ough training, conput er
infrastructure, access lines, affordable costs, and web

pages reflecting citizens’ needs.
Initiatives:

« Create public access centers by late 2001

« Install Internet access termnals at Post Ofices

« Install Internet access termnals in all public buildings
wi th considerable public traffic

« Pronote events and opportunities, including fairs,

contests, meetings, denonstrations, etc., for introducing
nore and nore citizens to the use of Internet

« Create the Uruguayan Museum of the Information Society

« Design specific public awareness canpaigns for the
comuni cations nedia regarding the purposes and scope of
the national strategy on the Information Society.

« Foster the inplenentation of virtual assenblies on topics
bei ng addressed in Parlianent

3) MODERNI ZATI ON OF THE PUBLI C ADM NI STRATI ON
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During this term of government, all State Directorates
nmust adopt new i nformation and conmmuni cat i ons
technologies in support of their admnistrative and
servi ce-providi ng systens.

Devel op a regulatory framework and regul ati ons to support
t he devel opnment of the Information Society.

Pronote the creation of a Parlianmentary Commttee on the
| nformati on Soci ety

Conduct a study on legal barriers to the devel opnent of
the Information Society

|dentify neasures to ensure privacy, security and the
protection of electronic data

Pronot e measures to support el ectronic comerce

Adj ust tax legislation to electronic conmerce

Design an | nternet-based governnent procurenment system
Re-draft the current law on intellectual property to
i nclude protection of software and data bases

Pronote the use of electronic neans for conducting public
bi ddi ng processes

Promote an efficient telecomunications and |Internet
mar ket

Devel op a t el econmuni cati ons infrastructure t hat
guarantees the band wi dth throughout the territory

PROMOTION OF AN EFFICIENT TELECOVMUNI CATI ONS AND
| NTERNET MARKET

Devel op a t el econmuni cati ons infrastructure t hat
guarantees the band w dth throughout the country

I ntroduce new services, tapping the nost advanced
technologies (Uruguay Net, dedicated Internet, frane
rel ay, videoconference services in virtual classroons,
voice on |P through |[IPTEL service, and MegaExpress
service)

Devel op t echni cal and comrer ci al sol utions for
incorporating Internet service access providers into the
dat a network

| nprove benefits on Internet

Transform UruguayNet into a regional network, so as to
reduce the cost of dial-up connection

Foster el ectronic comerce activities.

I ncorporate ANTEL into the Telecenters, making it
possi ble to navigate and access electronic mail with the
use of the chip cards used for public tel ephones

PROGRAM TO SUPPORT THE COWMPETI Tl VENESS OF THE SOFTWARE
SECTOR | N URUGUAY

The country’'s strategy with regard to the grow ng

internationalization of the software sector will be based on
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t he devel opnent of a Uruguayan technol ogical software pole
call ed “Pol o Uuguay Soft.”

Polo Uruguay Soft wll not be associated wth a
specific physical location; rather, it refers to a strategy
to create a true institutional and functional network that
will help inprove the conditions of conpetitiveness for the
software sector. This institutional network wll cover
initiatives along the Iines of technol ogi cal parks.

Physically, Polo Uuguay Soft wll occupy a small
buil ding where a variety of functions are coordinated and
where various services wll be provided to all the conpanies
of Uruguay's software sector.

The following wll be involved in the infrastructure:
« Universities

« Uruguayan Software Chanber

« Technol ogi cal Laboratory of Uruguay

- Silicon Plaza

« Uruguay XXI

+ Centro Uruguay Soft

« Ohers

I11) RECENT LEQ SLATI ON

On Decenber 28, 2000, the CGovernnent passed two decrees
granting tax exenptions for the production of software
having significant inpact. The first exenpted conpanies
dedicated to “producing |ogical support” (software) from
paying the Income Tax on Industry and Trade (IRIC), during
the January 1, 2001 - Decenber 31, 2004 peri od.

The second included software developnent, software
advisory services and call centers in activities considered
“export of services” with regard to the paynment of the VAT
(val ue-added tax). Accordingly, these conpani es receive the
sanme tax treatnent as other exporters, who are reinbursed
for the VAT paid in making their purchases. These neasures
will have a strong inpact on the developnment of this
domestic industry.

Wile to date nobst software exporters do not pay this
tax, the decree covers a very diverse scenario ranging from
singl e-person businesses who bill as personal service
providers, to conpanies that |ocate services in foreign
trade zones and, therefore, do not pay donestic taxes. This
decree conpl enents the approval of a software copyright |aw

The second decree is based on the fact that "advisory

services to foreign entities and software-rel ated services
are activities that are essentially based on know edge, the
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devel opment of which is a priority objective of the present
adm ni stration.”

V) OTHER | NI TI ATl VES

Every day, the Internet is becomng nore and nore
commercial in nature. Conpanies aim to obtain the best
advantages offered by the network, but to successfully
establish businesses and comercial transactions in the
virtual world, the system nust be safe.

In order to overcone the insecurity of electronic
commerce, Uruguay's National Chanber of Trade and Services
has added Digital Certification, a service it currently
offers to conpanies throughout the country. On May 25,
2000, the Digital Certificate was officially launched, as a
result of an agreenment signed with Spain's Superior Council
of Chanbers of Commerce and Industry. Digital Certificates
provide international |egal guarantees for comunications
and busi ness transacti ons.
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